
s the security threat landscape evolves, state regulators are 
taking action to hold businesses accountable for protecting 
the privacy of consumer personal information. Massachusetts 

has implemented the most stringent consumer privacy regulations to date, 
requiring businesses to encrypt the personal information of any Massachusetts 

resident when the information is sent over the Internet or stored on mobile devices 
such as laptops, or corporate servers and storage devices. 

You need  
to be encrypting 
and protecting 

personal 
information  
outside the  

corporate network.

By Stephen Nation
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To meet these consumer privacy reg-
ulations, businesses must look beyond 
traditional security measures that focus 
on perimeter security and applications 
access within corporate firewalls. Most 
businesses will need to invest in encryp-
tion technologies to address the confiden-
tiality requirements of this legislation. 

Many encryption solutions only go 
partway to addressing the need. Rather 
than encrypting specific devices or chan-
nels, businesses need to focus on en-
crypting the files that contain consumer 
personal information. By adhering to six 
essential guidelines, businesses can meet 
stringent privacy guidelines for personal 
information that travels or resides outside 
of the corporate network: 

1. Focus on encrypting files in transit 
and at rest. 

2. Make sure consumers can trust and 
validate files from your business. 

3. Insist on flexible access rights. 
4. Respect the consumer's time. 
5. Get real-time insight into problems. 
6. Control access to files containing 

personal information outside the net-
work. 

Around the country, states are tak-

ing the initiative in protecting consumers 
from identity theft and fraud, adopting di-
verse laws that require businesses to dem-
onstrate protection of residents' personal 
information. And state regulators and at-
torney generals are stepping up audits and 
sanctions for violations of data breach 
regulations.

Two sectors heavily affected by recent 
consumer privacy protection legislation 
are the financial sector—including bank-
ing, insurance, and financial planning and 
tax advisors—and the healthcare sector. 
But companies in every industry, and of 
all sizes, are subject to these state regula-
tions guarding consumer privacy.

The Massachusetts regulation, 201 
CMR 17.00, breaks new ground on a 
number of levels: 

A broader definition of personal infor-
mation. While many states focus primar-
ily on the privacy of Social Security num-
bers, the Massachusetts regulation has a 
much broader definition of what consti-
tutes protected "personal information" or 
PI. Businesses must protect any informa-
tion that includes the resident's first and 
last name together with one or more of the 
following data elements: 

<< Social Security number 
<< Driver's license 
<< State-issued ID 
<< Financial account number (includ-

ing credit or debit card numbers) 
Broad application: The regulation ap-

plies to any business that handles personal 
information for any resident of the state—
regardless of the location of the business 
or the nature of the relationship. For ex-
ample, a business that employs a contrac-
tor residing in Massachusetts would need 
to adhere to the privacy regulations for 
that contractor's personal information. 

Explicit encryption requirements: 
While many regulations tend to be vague 

about specific technologies, the Mas-
sachusetts law requires that businesses 
encrypt personal information sent over 
the Internet or stored in laptops or por-
tal devices. These requirements state 
that the information itself must be en-
crypted, not the method of delivery. In 
addition, businesses must monitor files 
containing personal information for un-
authorized access. 

Clearly this regulation presents chal-
lenges for businesses of all sizes. But the 
compliance effort pays off over time, as 
businesses that can comply with 201 CMR 
17.00 will be in a good position to comply 
with others states' privacy and data breach 

regulations as well. Full compliance with 
201 CMR 17.00, and the other state regu-
lations, encompasses people, processes 
and technology. 

Today's IT and business environment 
is much more complex than it was even 
five years ago. The security strategies 
and best practices established over time 
are insufficient to address the challenges 
of protecting personal information in to-
day's business environment, for several 
reasons. 

Expanding virtual boundaries. With a 
broad definition of what constitutes per-
sonal information, chances are that cus-
tomer and employee information often 
leaves the boundaries of your business 
network. 

<< As businesses adopt cloud-based 
services and collaborate with partners and 
suppliers online, the boundaries of the 
corporate network become irrelevant. 

<< Employees rely on mobile devices 
to take their work with them on the road 
and at home. Many files will include 
regulated personal information in vari-
ous forms. 

Traditional security measures have 
focused on securing access to applica-
tions, networks and systems, and to creat-
ing 'secure channels' for data transmitted 
between entities. Perimeter security mea-
sures like firewalls and intrusion preven-
tion systems are essential to corporate 
network security, but insufficient for to-
day's environment. The "perimeter" you 
are trying to defend is vague at best, and 
highly permeable. 

Online interactions with consumers. 
To secure your customer's personal infor-
mation, you must secure interactions all 
the way to the consumer's browser and 
beyond to where the data finally resides. 
And because the consumers are current or 
prospective customers, any security and 
privacy measures cannot negatively im-
pact their interactions with you. It is hard-
er to impose security and privacy policies 
on customers than employees. There's a 
delicate balance between respecting con-
sumer privacy and making it difficult for 
consumers to do business with you. 

Duty to report breaches. Most state 
regulations include a timeframe for re-
porting breaches of consumer privacy. 
Unfortunately, it may be difficult for 
businesses to know that data has been 
compromised, particularly when the 
event occurs outside the corporate net-
work. Timely insight is important; by 
spotting problems quickly, you can of-
ten correct them before they escalate. 
In addition, some regulations like the 
HITECH act exempt organizations from 
notifying consumers if the breached in-
formation was encrypted according to 
NIST standards.

Diverse file types. Regulations like 
the Massachusetts law apply to consum-
er personal information in any file type. 
It's not enough to lock down databases 
and use secure email—personal infor-
mation may reside in many types of files, 
such as spreadsheets, legal contracts and 
presentations. Any solution that protects 
and encrypts data must be able to handle 
a broad range of file types, including Mi-
crosoft Office documents, Adobe PDF, 
and XML to name a few. 

For most businesses, complying with 
consumer privacy regulations will require 
some level of technology investment. 
Most businesses have solved the prob-
lem of encrypting data in transit, using 
SSL and secure email with the S/MIME 
standard. But encrypting data at rest, on 
laptops, mobile devices, and computer 
hard-drives will require new technology 
investments for most businesses. 

In choosing encryption solutions, 
businesses have to determine how to 
meet privacy mandates without impos-
ing undue burdens on staff or their part-
ners, suppliers and customers. They need 
solutions that monitor and alert them to 
access problems, and give them a good 
deal of control over access to personal 
information, even when it resides outside 
the business network. 

There are many types of encryption 
solutions available today, including file 
and disk encryption, database encryp-
tion and encrypted email. Many of these 
solutions address some, but not all, of 

the requirements of regulations like 201 
CMR 17.00. 

As you evaluate the encryption tech-
nologies your own business should de-
ploy, use the following guidelines to en-
sure that you address the complexities of 
today's work and regulatory environment. 

1. Focus on encrypting files in transit 
and at rest. 

To address state consumer privacy 
regulations like that of Massachusetts, 
you need to broaden your focus to the 

information itself, in all of its incarna-
tions and locations. You need a way to 
wrap access control policies and security 
around the individual files or groups of 
files containing protected personal infor-
mation, so that when it leaves the cor-
porate network it remains embedded in 
your security policies. 

Many encryption solutions go part-
way to addressing the problem. For 
example: 

SSL: This ubiquitous protocol cre-
ates a secure channel for communica-
tions with customers, protecting infor-
mation in transit. 

Secure email extends the secure trans-
mission to email, using the S/MIME pro-
tocols. However, once the email is open 
on the client, it is free and clear, and you 
lose control over who accesses the con-
tent. In addition, secure email with S/
MIME only authenticates the sender of 
the email, not the person receiving it. 

Laptop encryption: This technolo-
gy, when deployed on employee laptops, 
protects companies from the ramifica-
tions of laptop theft, which may include 
losses beyond personal information. But 
it doesn't address the other types of mo-
bile devices where personal information 
might reside, including flash drives and 
smart phones. And it does not address 
the issue of communicating with the 
consumers themselves, who are unlikely 

to be using laptop encryption solutions. 
Faxing: Like SSL, faxing secures the 

communication channel, but not the file 
where it arrives at the endpoint. Once a fax 
arrives and prints out, its access cannot be 
tracked, nor its receiver authenticated. 

Disk encryption: Even on corpo-
rate servers, encryption is only part of 
the equation. The WikiLeaks incident is 
a great example of a seemingly secure 
network that was completely foiled by a 
single user able to remove countless doc-

uments. Securing the network, instead 
of the information and files themselves, 
leaves businesses vulnerable to this kind 
of problem. Encryption without digital 
rights management is not enough; orga-
nizations need to control who gets access 
to what and when. 

Rather than focusing on channels and 
devices, focus on the files themselves that 
contain personal information. Choose a 
file encryption solution—ideally, one that 
can handle any type of file, from a PDF 
to a spreadsheet to a Word file. It should 
handle encryption and convenient de-
cryption for authorized users both within 
and outside your corporate network. By 
encrypting a file and restricting decryp-
tion to authorized users, you can control 
access to that file no matter how it may 
be delivered or where it comes to rest. 

2. Make sure consumers can trust 
files from your business. 

When you send consumers or part-
ners encrypted files for their approval or 
interaction, they should feel a high de-
gree of certainty that the file originated 
from your business—particularly if the 
file contains sensitive personal or finan-
cial information. You should be able to 
demonstrate that the source is a verifi-
able, trusted identity, and it should be 
difficult or impractical for someone else 
to spoof an authentic document from 
your business. 
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For most businesses, complying with consumer 
privacy regulations will require some level of 
technology investment.
“ “

Any file encryption solution must be simple to 
use. It should work with any file type or browser.“

“
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3. Insist on flexible access rights 
options. 

The file encryption solution should 
support a range of access control lev-
els that are easy to set on a file-by-file 
basis, depending on the nature of the 
information contained in the file, and 
that authenticate users not only when 
encrypting data, but when decrypting it 
as well. 

Make sure the solution gives you 
the ability to align authentication levels 
with the specific need for the file and 
usage in question. 

4. Respect the consumer's time. 
Few consumers really care to under-

stand the intricacies of encryption tech-
nology. They simply want to know that 
you're protecting their data, and they 
want easy access to it as needed. 

Any file encryption solution must be 
simple to use. It should work with any 
file type or browser, and require mini-
mal effort on the part of the consumer. 
This is not to say that you cannot require 
a minimal client application for file en-
cryption and decryption. People are ac-
customed to the idea of downloading 
readers or add-ons such as Adobe Flash 
Player or Adobe Acrobat Reader. But 
any solution should: 

<< It must be free of charge to the 
consumer needing to decrypt files. 

<< It must be quick and easy to install, 
on a wide range of desktop platforms. 

<< It needs to be extremely easy to 
use. 

<< It must demonstrate its value—
consumers should be able to see that you 
are respecting and protecting their privacy 
using file encryption. 

5. Get real-time insight into problems 
Timely response to problems is criti-

cal for regulatory compliance. In addition 
to making the upfront effort to protecting 
personal information, you need to know 
when those efforts may be failing, for 
whatever reason—even when files are 
outside of the corporate network. 

Choose a file encryption solution 

that provides real-time notifications of 
unauthorized access attempts as they 
happen. With that insight, you can iden-
tify data that might be at risk and take 
steps immediately to remediate the risk. 
File encryption solutions effectively 
eliminate breaches to sensitive informa-
tion as only authorized individuals can 
gain access, regardless of where the in-
formation resides. 

In addition, look for forensic auditing 
capabilities that help you demonstrate 
compliance with state consumer privacy 
legislation by providing detailed reports 
of all activity associated with personal 
information stored or transmitted elec-
tronically. Current audit practices apply 
equal importance to building security 
safeguards into encryption systems as to 
addressing breaches after the fact. 

6. Control access to personal infor-
mation outside the network 

Because your business is legally re-
sponsible for documents containing 
consumer personal information held and 
transmitted, you need to retain a degree 
of control over sensitive files, even when 
they reside outside your corporate net-
work. A file encryption solution can de-
liver this control, because the client must 
interact with the encryption server at the 
time of access to decrypt the file. This 
means that you have the availability of 
defining and changing policies for file 
decryption at the server level, even for 
files that have left your premises. 

The file encryption solution should 
give you the ability to set a specific dead-
line for decryption access—for example, 
'expiring' the ability to decrypt a file after 
a specific time period. You should also 

have the ability to override those policies 
as needed: 

<< Reactivating an expired file if a 
customer needs it. 

<< Shutting down access to a file if 
an alert or report indicates that it is the 
target of unauthorized access attempts. 

By encrypting and controlling access 
to files containing personal information, 
businesses can immediately and cost-ef-
fectively address state consumer privacy 
regs. Fortunately, file encryption solu-
tions are available that build on a mature 
technology and infrastructure foundation, 
leveraging what we have learned from 
SSL and secure email encryption. ❖
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