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Editor’s NotE

Important Research

I wrote about this new research report in our daily electronic newsletter, but I think it’s worth repeating here for those you 
that missed. I learned that Mortgage Success Source, the provider of client acquisition and retention solutions for thousands 
of mortgage banking institutions, depository banks, mortgage brokers and their loan officers, released the findings of its 
landmark study on the best practices of the top performing mortgage loan originators. The new study, “Mortgage Loan 
Origination: Reaching Peak Performance During Challenging Times” was conducted by independent research firm FirstUSA 
Data, and provides a roadmap for mortgage firms seeking to improve customer acquisition, retention, and loan production 
in a year when volume is expected to fall approximately 30 percent, from an estimated $1.4 trillion in 2010 to less than $1 
trillion in 2011.

The study found a vast difference between the loan production volumes and work habits of top originators and average 
performers. Each of the top one-third of loan originators generated loan production sales volume averaging in excess of $30 
million in the 12 months prior to the survey, three times more than the $10 million produced during the same period by the 
average loan originator. Another key finding: top originators spend more time than the national average on both customer 
acquisition and knowledge acquisition. Top producers dedicate one-third of their time to acquiring new customers and 
maintaining relationships with prospects and former customers, whereas average originators only spend one-quarter of their 
time in such activities.

Top performing loan originators are not better trained or more experienced than average performers, according to the 
study’s findings. They are not compensated differently nor work longer hours. However, top performers uniformly stay more 
in touch with potential customers and adapt more quickly to changes in the marketplace than their peers. For example, top 
producers continued to prosper in 2009 as they re-focused more quickly on refinance loans as home purchase loan volume 
collapsed by two million loans, while refinance loans increased by one million from 2008. ❖

Tony Garritano 
tony@progressinlending.com

PS. Your comments are welcome. Please E-mail letters to letters@progressinlending.com. Include your name, address and 
a daytime telephone number. Letters are subject to editing and are presumed to be for publication unless the writer specifies 
otherwise.
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Are You Cutting Corners?

Unprecedented levels of default  
coupled with extraordinary call volumes  
have stressed servicing operations and  
their responsiveness.

Your Voice - BY Bill Garland

A New Servicing Paradigm 

I hear people say, “Now that I have achieved the visibility I always sought, I need to work on the qual-
ity of that visibility.” These are the words of a lending executive who had just been ousted from his 
position of division president due to heavy losses in his unit. Mortgage servicing, long an unnoticed 

back office processing operation, finds itself in a similar situation. News reports of poor service and 
non-compliance with government modification programs and servicing contracts appear to be headed 
to the judicial system for adjudication. There are many contributing factors to the dire situation in which 
serviciers find themselves.

The single largest issue seems to be in managing capacity. We have seen a steady decline in ac-
counts per employee (APE); an industry metric long used to highlight cost and efficiency. Unprec-
edented levels of default coupled with extraordinary call volumes have stressed servicing operations 
and their responsiveness to borrower needs. Poor performance in executing modifications generally 
is a result of inadequate document management systems that contributes to lost files and frequent re-
submissions of supporting documents. Follow-up procedures and tracking systems have not kept up 

with demand with numerous transactions “falling 
through the cracks”. While telephony technology 
has improved greatly over the years and deploy-
ment has been reutilized in the industry, manag-
ing coverage and performance metrics (eg., time to 
answer, abandonment rate, right party contact etc.) 
continues to deteriorate. 

Industry consolidation over the last few years 
has also been a factor in where we find ourselves 

today. Today’s “mega” servicers are a result of bank failures and other market factors stressing the 
residential mortgage industry. Many servicers find themselves using yesterday’s methods to manage 
geographically dispersed operations on disparate systems lacking effective integration.

Capacity costs money. Servicing costs have risen significantly due primarily to the higher costs of 
servicing defaulted loans. The costs are driven by lower APE’s in default management, higher costs of 
talented loss mitigators, and capital deployment to cover increasing servicing advances. While portfolio 
performance is expected to continue to deteriorate, we are seeing a decline in the talent pool of resources.

Fresh ideas are required to counteract these issues. To provide capacity and manage costs, firms 
need to look at where they can “add value” by outsourcing non-strategic operations; processes like 
investor reporting, escrow analysis, ARM analysis and accounting reconciliation activities. The costs 
of these commodities, non-borrower contact activities can further be controlled by offshoring. Merely 
transitioning these costs from a fixed cost model to a variable cost outsourced model deploying transpar-
ent service level agreements would seem to enable management to focus on more impactful portfolio 
performance operations such as loss mitigation and REO resolution. Even here, there is an opportunity 
to design a customized outsourced solution for a client to increase capacity and improve borrower re-
sponsiveness and outreach activities. ❖
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Bill Garland is a Senior Vice President with ISGN Servicing Portfolio Solutions and oversees the Home Retention unit 
within the company. In this role, he is responsible for the development and delivery of loan modification and workout solu-
tions. Mr. Garland has held senior level positions in servicing, risk management, information technology and capital markets.
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Are You Cutting Corners?
While short cuts may save you lots of money upfront, in the end that approach 
often just leads to some lost opportunities.

Lenders are eager to originate quality 
loans and lines of credit with solid  
interest margins.

RecoveRy Tips - By BRian King

Price Optimization

Many U.S. banks are eliminating or reducing high-risk assets that require more capital in prepa-
ration for the new Basel III recommendations that phase into effect by 2019. This shift is gen-
erating pressure on pricing policies and procedures. Net interest margin is critical to financial 

services providers. They are experiencing competition for high quality loans, increased regulatory com-
pliance expense, and recent legislation impacting fee income.

Lenders are eager to originate quality loans and lines of credit with solid interest margins. Pricing 
includes both interest rates and fees that impact the Annual Percentage Rate (APR) and can consist of 
flat rate pricing, loan balance and relationship pricing, risk-based pricing, and price optimization. Often, 
a hybrid or combination of the strategies may be most effective.

Ideally, loan pricing software provides a consistent pricing process that is both rational and 
analytical. Price Optimization helps provide a balance between customer demand, the market envi-
ronment, and lender profitability. Since customer price sensitivity is not necessarily correlated with 
credit risk, a data driven decision process allows the lender to maximize the loan close rate and net 

interest margin simultaneously.  
Individual price sensitivity determines the cus-

tomers that seek the lowest possible price versus 
those that value other factors instead such as brand, 
convenience, rewards, or relationship. Price opti-
mization can also protect the lender with a logical 
and scientific pricing methodology that reduces or 

eliminates any unnecessary bias.  
Loan price optimization borrows from the success found in airline industry pricing: to match the 

best possible price with each individual customer offer. Without price optimization, higher loan pricing 
generally results in fewer loans. With price optimization, lenders can present custom-tailored pricing to 
each potential borrower. The result can be more loan volume, higher quality loans, or both.  

Unfortunately, price optimization can be complicated.  Imagine the task of accurately predicting 
consumer level price sensitivity across various loan products, channels, and credit spectrums for each 
individual applicant. This requires innovative behavioral scoring, predictive insights about the price-
sensitivity of the customer, and lots and lots of data.

Some larger lenders have implanted internal price optimization models into their organizations. 
This can be effective if the firm has the time and money to continually monitor, enhance, and upgrade 
the systems as appropriate. Many lenders instead select an industry vendor partner that specializes in 
price optimization. And industry vendors providing price optimization solutions have shown impressive 
results for their clients.  

Some of the advantages of a price optimization tool are the ability to provide real-time pricing, 
dashboard reports on production and profitability, and compliance adherence. Ideal pricing is beyond a 
simple risk-based credit decision, loan balance, or relationship focus. Price optimization is the culmina-
tion of all these factors and more into a rules based decision engine that provides “the right price for 
the right customer at the right time.” Clients may also use price optimization software for credit capi-
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tal allocation. The calculation of the full credit profile of each 
borrower includes factors that drive the capital allocation and 
product profitability.

Price optimization solutions may also be able to reduce man-
agement time in administering the pricing process. Instead of a 
pricing committee meeting to review pricing on a daily, weekly, 
or monthly basis – this committee can instead establish rules, 
alerts, and triggers that manage and monitor pricing automati-
cally. This frees the group to focus on more strategic decisions 
and rule modifications versus day-to-day pricing decisions.

Many offerings have the ability to generate consumer deposit 
and loan rates sheets by lender, region, or state.  This allows 
lenders to recognize key market differences while also calculat-
ing the profitability for each scenario.  

Most price optimization solutions, 
whether in-house or provided by a third 
party, provide multiple benefits. These 
solutions are based on advanced analyt-
ics, historical data, and price sensitivity. 
The key functionality of these systems 
may be prepackaged or available a la 
cart. Below are the most commonly re-
quested features:

Rate Sheets.  Preparing rate sheets 
and fee schedules including necessary 
credit capital allocation criteria.

Existing Portfolio Pricing.  Analy-
sis and re-pricing of existing customer 
portfolio to reduce attrition and manage 
credit risk. 

Point of Sale Tools.  Frontline employees can leverage real-
time transaction-level price optimization to sell more products 
at a higher profit margin.  These tools may include relationship 
components and scenario capabilities for guidance on various 
options that achieve desired margin.

Pricing Process Improvement.  By providing a highly struc-
tured application process, pricing recommendations are seam-
less and overrides are minimized.  Multiple industry studies have 
proven that loans booked as credit overrides perform significant-
ly worse, so an improved pricing process can help minimize this 
risk.  Some solutions can also provide alerts when ROE (return 
on equity) thresholds are not met.

Reporting and Tracking.  Dashboard reporting provides in-
sights into pricing compliance, price sensitivity, competitor pric-

ing, attrition risk, and opportunities for improvement.  Ideally 
the reporting will provide drill-down functionality by division, 
region, branch, and employee. 

Implementation and Training.  The proper installation and 
setup of the price optimization solution is critical.  Depending 
on the level of integration, ongoing support may also be required 
from various internal and external resources.  It is important to 
consider this a dynamic solution with continuous process im-
provement versus a “once and done” mentality.

Professional Services.  Consulting and professional ser-
vices can often be helpful in optimizing the solution.  A vendor 
partner’s industry pricing expertise can help lending executives 
properly benchmark industry standards, conduct price sensitivity 

analysis, and define negotiation guide-
lines for front-line employees.  An exter-
nal partner can also assist with ongoing 
strategies, improving pricing processes 
and systems, and continually monitoring 
pricing operations. 

In conclusion, price optimization 
determines the price-elasticity for a spe-
cific client in a particular transaction. 
The customer’s willingness to pay is 
essential to pricing.  Financial services 
institutions leveraging this data will out-
perform their competition. As you con-
sider price optimization there are several 
natural applications.  

Direct marketing campaigns can le-
verage price optimization data to enhance response rates. By 
promoting the “right product to the right customer at the right 
time” lenders can increase both application and close rates 
across multiple channels. Price optimization can also be used 
for origination decisions in both a centralized or decentralized 
environment. By using a rules based engine, front-line person-
nel or distribution channel partners can be provided with recom-
mended pricing and also have defined pricing discretion levels.

Finally, price optimization can be used for managing exist-
ing portfolios and particularly lines of credit. Pricing decisions 
can include changes that increase yield, decrease attrition, or 
improve utilization. As you consider the merits of price opti-
mization for lending within your organization, recognize that 
any improvements you are able to achieve will result in a direct 
negative impact to your competitors. ❖

Brian King is President at Wisemar, Inc., a management consulting firm specializing in helping financial services clients 
through business process improvement, change management, and corporate strategy engagements.  For more information, 
please visit www.wisemar.com 

Clients who 
implement price 
optimization software 
are able to selectively 
secure high margin,  
profitable loans and 

push low margin,  
unprofitable loans to  

the competition.
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Are You Cutting Corners?
While short cuts may save you lots of money upfront, in the end that approach 
often just leads to some lost opportunities.

Market Pulse

Housing Recovery Still Far Off
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Integrated Asset Services, LLC has released the latest 
IAS360 House Price Index. Based upon the most 
granular data available in the industry, the index fell 

2.6% across the first three months of 2011. With the first-
quarter decline, U.S. house prices are now down more 
than 25% from their high-water mark touched four years 
ago. At period end, the IAS360 was standing at a level not 
seen since second quarter 2003.

Virtually every important measure of the housing 
market declined across 2011’s first quarter, including all 
four U.S. census regions, all nine census divisions, and 
all of the IAS360’s largest metro regions. The continued 
slide has pushed both Las Vegas and Miami down more 
than 50% from the top of the market in 2007.

Even the nation’s wealthier areas took a turn for the 
worse this period, with eight of the benchmark’s ten 
wealthy counties reporting first quarter declines. All were 
positive the previous period.

“We look at the housing market all the way down to the 
neighborhood,” says Paul Sveen, chief executive officer 
of Integrated Asset Services, provider of the IAS360 HPI, 
“and there’s just nothing good to see in this report. I have 
very real concerns the U.S. housing market is on its way 
to a new low.”

Leading the way down this period were outsized 
declines in the two North Central divisions that comprise 
the Midwest census region. With the all-important 
Chicago metro area dropping 4.6%, the overall region 
fell a stunning 6.9% for the quarter, this following a 
slight gain the previous period. Similarly, the Northeast 
and West regions also turned negative, falling 3.2% and 
3.7% respectively. The South slid another 2.0%. The West 
region, which includes three of the nation’s hardest hit 
states, California, Arizona, and Nevada, is down nearly 
40% from its high four years ago.

Foreclosures, meanwhile, are expected to rise to 1.2 
million this year as many banks, spurred into action by 
federal regulators, are revisiting thousands of foreclosure 
cases. The fear that prices will fall further, coupled with 
stricter lending rules, promises to keep pressure on prices 
for some time.

“There are simply too many market factors weighing 
against house prices to correct the supply and demand 
gap in the near term,” says Sveen. “Even if the 
economy is normalizing a bit, I just don’t see any of 
the problems overhanging the housing market going 
away any time soon.” ❖ SOURCE: IAS360
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Process ImProvement - By tony GarrItano

Warren Isn’t Right
The first initiative of the Consumer Finance Protection Bureau is called 
“Know Before You Owe.” It’s a good idea, but it has its flaws, too.

The Consumer Finance Protection Bureau was formed under Dodd-Frank to protect the 
consumer from predatory practices. I was watching “Your Money” on CNN only to see 
Elizabeth Warren talking about the bureau’s first initiative. As you may know, it is called 

“Know Before You Owe.” The idea is that there will be a simple, two-page disclosure that magi-
cally makes it easier for the borrower to understand their mortgage.

The bureau describes this initiative this way:
“Right now, anyone who applies for a mortgage gets two disclosures that contain basic infor-

mation about the mortgage: the Truth in Lending form and the Good Faith Estimate.
The feedback process we’re starting today is one of the first steps in combining the Truth in 

Lending form and the Good Faith Estimate into a single, simpler disclosure form. While you’re 
looking at one of the forms, think about these questions:

<< Would this form help consumers understand the true costs and risks of a mortgage?
<< Could lenders and brokers clearly and easily explain the form to their customers?
<< What would you like to see improved on the form? Is there some way to make things a 

little bit clearer?
At the heart of our work is the idea that the consumer financial product and services market 

should work for you. We think we should learn from you what you want to see. One of the best 
ways to do that is also the simplest: we’re asking.

This is the first step in a process that will last 
months. There will be more opportunities to weigh 
in as we move forward.”

Is this good or bad? Creating a shorter, stream-
lined disclosure is certainly welcome. It’s unfor-
tunate that it is taking the government to do this, 
I think the industry should have done this on its 
own, but what do I know? The problem that I have 
with this is that I don’t think it’s possible to better 

educate people about their mortgage so they truly know before they owe. Why do I say that? 
The information in this streamlined disclosure is not new. This information was always there 
for the borrower to read before they signed off on their mortgage. So, really this is just about 
consolidating the information and making it easier to consume.

After listening to Ms. Warren I discussed this with my wife. Unfortunately for my wife she 
has to be my sounding board on these matters. In this case though, she was very heated. My 
wife is a doctor, so she is very familiar with streamlined disclosures. Needless to say, she is not 
impressed with these documents.

HIPAA requires that the medical disclosure be written in plain language, include an expira-
tion date, and notify the patient of the right to revoke authorization at any time. The patient must 
sign and date the disclosure or provide a personal representative to complete the disclosure. In 
addition to this document patients have to sign a consent form before going into a surgery. The 

Lenders have to do more to learn about 
who they are lending to and they have to 
learn more about the property getting 
financed.
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consent form is under a page long.
My wife was not on board with the new mortgage disclo-

sure because she says the streamlined medical disclosures 
don’t work. No matter how short or easy to read a disclosure 
is, people still say they don’t understand their options. So, 
streamlined disclosures are good in that they will take use-
less paper out of the process, but I question if a streamlined 
disclosure will really result in a more informed borrower.

So, what is the answer? Instead of “Know Before You 
Owe” it should be “Learn Before You Lend.” I don’t be-
lieve that the borrower can be trusted to make the best 
decision in all cases. Why? Because they want the house 
even if they can’t qualify for it. So, lenders have to make 
better decisions.

Part of the problem with the mortgage industry is that 
lenders only look to originate a loan that will sell to an in-
vestor instead of really doing all they can to learn about 
the borrower and the property so they are sure that they are 
originating a loan that will perform over time. Sure things 
like illness, divorce, death will happen and can’t be pre-
dicted, but there are other things that lenders can learn about 
the borrower and the property that they don’t care to ask for 
because all they are looking to do is create a loan that an 
investor will buy.

What do I mean? Doug Duncan, chief economist at Fan-
nie Mae, recently pointed out some flaws with the standard 
appraisal. Generally an appraisal accounts for three local 
comps. If the three most recent sales came in at $250,000 
then this house must be worth $250,000. Doug thought 
maybe we should go further to look at the credit scores of 
the three owners of the houses used as comps. Why is that 
important? If a few of those borrowers have a sharply de-
clining credit score that might be an indication that they are 
in distress, which might put that property into foreclosure, 
thus reducing the value of all the houses in that market.

My point is that lenders have to do more to learn about 
who they are lending to and they have to learn more about 
the property getting financed. I’m not convinced that a 
streamlined disclosure is the answer. Unfortunately I think 
lenders have to step things up and really become lending 
detectives. It’s a sad statement to make, but I don’t think 
there’s any way around it.

To lenders I say: Learn Before You Lend. ❖

Tony Garritano is Chairman and Founder of PROGRESS in Lending. As a speaker Tony has worked hard to inform 
executives about how technology should be a tool used to further business objectives. For over 10 years he has worked 
as a journalist, researcher and speaker. He can be reached via e-mail at tony@progressinlending.com.
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Future trends - By roger gudoBBa

Going Beyond The Data
I’ve become known for saying it’s all about the data. Recently I’m re-thinking 
that idea.

I’ve been in the mortgage industry for some time now. As I wrote in this column last month, it sur-
prises me how much things have stayed the same. They say the only constant is change, but I guess 
that doesn’t apply to the mortgage space.
Many of you know that I’m passionate about moving the mortgage industry toward a more data-

driven process. Fortunately we as an industry are making positive steps in this direction. Unfortunately 
it’s the government that is forcing the industry in this direction despite the fact that our industry has 
had a data setting standards group called MISMO since 2000. I guess the phrase better late than never 
applies here.

So, what has changed that made the government step in and mandate more data usage? It’s actually 
a lot of factors coming together. The most important factor in my mind is that the MISMO standard 

has matured to the point that it can really promote true 
data transparency.

MISMO reports on its website that the data stan-
dards organization has “launched the release of the 
Residential Version 3.1 Reference Model and Data 
Dictionary as a Candidate Recommendation.”

Why is this significant. MISMO says, “Version 3.1 
is a major milestone that brings all the content from previous years in the Version 2.x series transac-
tion standards into a single unified model and defines the solution for the next generation of automated 
mortgage processing.

“A Candidate Recommendation (CR) is a document that MISMO believes to have satisfied techni-
cal requirements and is ready for implementation. This version builds on the data set of the Version 3.0 
Reference Model by adding new data, including:

>> Mortgage Insurance
>> Credit Reporting
>> Property Valuation (Appraisals)
>> RESPA requirements for the origination of loans (required as of January 1, 2011)
>> Unified approach to handling e-mortgage SMART Docs and normal documents
Originally published for a 60-day public comment period that began August 25, 2010, this release 

has gone through extensive industry review with numerous comments resolved and incorporated into 
this model.”

Through this development, the mortgage industry now has a path to become a truly data-driven in-
dustry. But is that enough? I find myself asking: What happens next? I have always been a firm believer 
that it is all about the data, but I now think that I might have made an assumption that I thought to be 
obvious, but in fact may not be so obvious to lenders.

I recently watched the HBO film about the first Wall Street bailout called “Too Big To Fail.” It 
was very well done by the way. In the film Paulson was deciding who to bail out and really how 
to avoid a global meltdown and pure chaos. The result was the creation of TARP. The American 
people would invest in the big banks that were too big to fail and the banks would pay back that 

The mortgage industry now has a 
path to become a truly data-driven 
industry. But is that enough?
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money to the taxpayers with interest.
At the end of the movie Bernanke concludes that TARP is a 

great idea and will work perfectly if the banks do as they were 
told and lend that money. He asked Paulson: “They will lend the 
money, right?” Paulson responded, “Of course they’ll lend the 
money.” We all know how that story ended.

The point is that what seems obvious to you may not be as 
obvious to others. Paulson and Bernanke focused so much on 
how they thought the TARP money would be spent because they 
knew that lending it out would speed up recovery, but they never 
stopped to think that the banks may have a different idea. Simi-
larly, I have been so focused about 
getting the mortgage industry to a 
point where it could be data driven 
assuming that lenders would then use 
that data to craft a better process, but I 
never thought that being forced to de-
liver data to an investor would not get 
lenders thinking about how they can 
make their process better, but instead 
they would just focus on how they can 
get the data in the format required out 
of their existing process. 

Now that I’m thinking about it, it’s 
not just all about the data, it’s what you 
do with the data, as well. If you are just gathering data because 
you are required to gather data, who does that really help? Sadly, 
the answer is nobody. Lenders have to be a little introspective and 
see this as an opportunity to improve their business model.

This may surprise you, but in my spare time I don’t obsess 
about data. However, in my spare time I do enjoy reading a good 
mystery novel or two. This data conundrum that I find the mort-
gage industry in today reminds me a little of a good mystery.

I looked online to see if I could find out exactly what were 
the staples of a good mystery. I learned that “mystery fiction is 
a loosely-defined term that is often used as a synonym for de-
tective fiction or crime fiction—in other words a novel or short 
story in which a detective (either professional or amateur) inves-
tigates and solves a crime. Sometimes mystery books are nonfic-
tion. The term “mystery fiction” may sometimes be limited to 
the subset of detective stories in which the emphasis is on the 
puzzle element and its logical solution (cf. whodunit), as a con-
trast to hardboiled detective stories, which focus on action and 

gritty realism. However, in more general usage “mystery” may 
be used to describe any form of crime scene fiction, even if there 
is no mystery to be solved.

Although normally associated with the crime genre, the term 
“mystery fiction” may in certain situations refer to a complete-
ly different genre, where the focus is on supernatural mystery 
(even if no crime is involved). This usage was common in the 
pulp magazines of the 1930s and 1940s, where titles such as 
Dime Mystery, Thrilling Mystery and Spicy Mystery offered 
what at the time were described as “weird menace” stories – su-
pernatural horror. This contrasted with parallel titles of the same 

names which contained conventional 
hardboiled crime fiction.”

Enough with the history/literature 
lesson. Personally, I like murder mys-
teries. Why? Because the ultimate 
tragedy has happened: someone has 
lost their life. Now, you need to put 
together the pieces to find out who 
did it and bring that person to justice. 
It’s thrilling and satisfying at the end 
when you solve the crime and the 
murderer is brought to justice.

What does all of this have to do 
with data usage? When I’m reading a 

good mystery my mind is working in overdrive. I’m looking for 
clues. I’m trying to put the pieces together for me so I can solve 
the mystery. It’s not enough just to have the pieces in front of 
you, you have to use the pieces to solve the puzzle and bring the 
murderer down. 

I would tell lenders: It’s not enough to produce data for an 
investor, a regulator or even for the federal government itself, 
you have to use the mandate to be more data driven as a way to 
do business better, faster, cheaper.

For example, as I look at dynamic document technology I look 
at technology that takes only the needed data and makes it into a 
document or a form specifically tailored for that individual loan 
based on investor, state and federal guidelines. In this case the 
data is being used to make a better mortgage. Why is that mort-
gage better? Because it’s based on trusted data, not a series of 
documents that are hard to compile and store that can be lost or 
tampered with. So, it’s not just about the data, it’s about how you 
use the data to craft an all-around better mortgage process. ❖

Roger Gudobba has over 20 years of mortgage experience. He is CEO at PROGRESS in Lending and Chief Strategy 
Officer at technology vendor Compliance Systems. Roger is an advocate of data standardization and a more data-
driven approach to mortgage. Roger can be reached via e-mail at rgudobba@compliancesystems.com.

It’s not just 
about the data, 

it’s about how 
you use the 

data to craft 
an all-around 

better mortgage process.
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Business strategies - By Michael haMMond

Social Media’s Sway
Sure, everyone is talking about social media, but should that matter to you? 
Actually, it matters a lot.

Twitter, Facebook, LinkedIn, Youtube it sounds like nothing at face value. You may ask: What 
does it all mean really? Well, if you take a look it could mean dollars and cents. I came across 
this article called “12 Key Findings On Social Media’s Impact on Business and Decision Mak-

ing By CEO’s and Managers” and if social media hasn’t resonated for you yet, it ought to.
The survey completed by 356 professionals including primarily CEO’s and directors. The 

survey included questions designed to help the researchers better understand respondents’ percep-
tions and experiences with social media in support of their decision-making as CEO’s, Directors 
and Managers.

A lot of executives, myself included, have been talking about social media. I believe that there 
are real business benefits to be had and my responsibility is to share those ideas with you. The article 
asserts that “building a network or using social media to deepen customer intimacy has become the 
mantra of today. However, what is often overlooked is the impact of social media to change behaviors, 
and the potential to use social media to impact a professional’s decision-making processes.

The CEO, Directors and Managers are asking:
 << Is social media typically regarded as a trustwor-

thy source of information for professionals?
<< Does social media offer effective tools to ac-

cess information, advice, and engage in professional 
collaboration?

<< How do they compare to traditional off-line 
networking?

<< What are the tools and sources of social media that professionals rely on to make decisions?
<< Will social media change the business and practice of enterprise-level operations?”
I get these questions. I understand that when something is new there are going to be questions. 

Heck, you can electronically sign almost anything in the real world, yet some lenders still doubt the 
legality of e-signatures and FHA still has not published e-closing guidelines. My point is that trends 
usually don’t catch on in an instant. However, I would submit to you that social media will buck that 
trend. Social media has come on the stage recently and it is literally exploding. Everyone is using these 
tools, so why don’t the same set of rules apply to mortgage lenders and vendors? 

Actually, our industry is not exempt. This is no longer a nice-to-do. They key is to use these tools to 
get a business advantage. What do I mean? The article I referenced earlier puts it this way:

“The convergence of the Internet, Web 2.0, and mobile technologies has created a disruptive shift 
in business. The era of Business-to-Person (B2P) communications driven by all things social (social 
media, social networks, and social influence) has emerged as a new model for engagement.

Social Media Peer Groups (SMPG) have evolved to take important and influential shape in a 
new business and economic environment. This shift has forever changed many long-standing tradi-
tional marketing practices; communications (such as public relations); and selling beliefs that have 
traditionally guided how companies interact, support, and collaborate with their customers… We 
now work in an environment where companies have diminished control over the reputation of their 

People “live” on these social media  
networks. That’s where they like to be. So, 
why aren’t you there?
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brands, products, and services as the wisdom of crowds in-
creasingly dictate the rules of reputation management and sell-
ing. Through the use of social media, customers and prospects 
now have an almost instantaneous platform for discussion of 
their ideas, experiences, and knowledge. Increasingly, the use 
of social media is playing an important role in the professional 
lives of decision-makers as they utilize the tools and mediums 
before them to engage their decision-making processes. The 
social nature of decision-making has increased with impres-
sive strength, connecting generations of professionals to each 
other-changing the dynamics of customer relationship man-
agement, marketing, and communications–forever.”

The fact of the matter is, people “live” on these social media 
networks. They’re there. That’s where they like to be. So, why 
aren’t you there? If you aren’t, you really ought to be.

Here’s what this all should mean to the CEO, according to 
this research that I came across: “Specifically, this research fo-
cuses on professionals’ use of social media—and it all comes 
back to the strength of the relationship. Human relationships and 
peer-to-peer decision-making are inherently interrelated. Tradi-
tionally, we make decisions about who we trust in work settings 
based on a number of factors—one often being proximity. With 
social media, proximity is often superseded in the trust factor by 
relativity or like-mindedness. Is this person

<< Knowledgeable?
<< Credible?
<< Believable?
<< Do we share the same views and networks—online or 

offline?
Because belonging to a peer network or online community 

requires us to perform publically, to share our background by 
way of a profile, to display our professional connections and 
networks, trustworthiness is, in many cases, more tangibly de-
termined and evidenced by your content and networks on Face-
book, Twitter, LinkedIn or your blog.”

As these factors arise, they present opportunity. Yes, you 
have to prove yourself, but in the end all you really have to do 
is be yourself. The hard sell doesn’t work. You have to make 

“friends” and be genuine. Being you is the way to succeed using 
social media.

I know you’re dying to hear what the article finally concluded 
are the 12 key findings, as its title suggests. The 12 key findings 
on social media’s impact on business and decision-making by 
CEO’s and Managers are:

<< Professionals tend to belong to multiple social networks 
for business purposes

<< The “Big Three” social networks, LinkedIn, Facebook 
and Twitter, have emerged as professional networks

<< Mobile is emerging as a frequent professional network-
ing access point

<< Traditional decision-making processes are being disrupt-
ed by social media © 2010 ‐ Society for New Communications 
Research 4

<< Professional networks are an increasingly essential deci-
sion-support tool

<< High levels of trust exist in information obtained from 
online networks

<< Changes are taking place in organizations’ internal and 
external use of social media

<< There is a recognized need for peer input in decision-
making.

<< Connecting and collaborating are key drivers for profes-
sionals’ use of social media.

<< Final decision makers are more likely to indicate that they 
conduct research via a search engine (82 percent vs. 70 percent 
of Decision Supporters)

<< Those professionals with more networks are more 
likely to gather opinions through their online network, read 
blogs and query the Twitter channel as early steps in the 
decision process

<< Younger respondents are more likely to read a company 
blog and to query the Twitter channel vs. older demographics

Do you want to be a laggard? Do you want to lose market 
share? My guess is that you would answer no to both of those 
questions. So, here’s my question to you: Why not use social 
media to advance your business objectives? ❖

Michael Hammond is chief strategy officer at PROGRESS in Lending Association and the founder and president of 
NexLevel Advisors. NexLevel provides solutions in business development, strategic selling, marketing, public relations 
and social media. He can be reached at mhammond@nexleveladvisors.com.

The hard sell doesn’t work. You have to make “friends” and be  
genuine. Being you is the way to succeed using social media.
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There is no one-size-fits-all solution available in the market, but 
rather there is a fits-all solution.

A lender’s size and overall objectives will determine the type of outsourcing strategy 
used, but every lender, large or small, can experience benefits from outsourcing. 
Credit unions, community banks, regional lenders and megabanks all make 

equally viable candidates for outsourcing, but each will be looking at a sourcing 
strategy from different perspectives with distinctive needs based on individual 

market segments. 
Outsourcing benefits a community bank in scenarios where mortgage 

may not be the “core” business focus but viewed more as an additional 
service to customers. In the smaller operational environments of 

community banks, the decision must be weighed between 
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bearing the cost of a building and 
maintaining mortgage origination 
infrastructure, or not offering mortgage 
products and running the risk of losing 
their customer base because the customer 
went to a large bank for a mortgage and 
was also offered checking and investment 
products. In this operational environment, 
mortgages typically represent a modest 
portion of business, so a viable option 
would be to implement an outsourcing 
strategy. 

The PerfecT choice

The ideal strategy for a community 
lender would be built around end-to-end 
mortgage fulfillment in a private-label 
format with a variable-cost model. A 
variable-cost model provides services to 
lenders on a “per use” basis rather than 
the traditional fixed cost associated with 
maintaining an operations infrastructure. 
The benefit of migrating from a fixed 
cost model is obvious given the volume 

fluctuations the market has seen over 
the past two years; you only incur 
operational cost when actual mortgage 
activity takes place. Using this strategy 
can achieve a much lower cost point 
for mortgage fulfillment in one holistic 
solution rather than maintaining a 
mortgage infrastructure internally for 
what may amount to 50 (more or less) 
loans per month across a community 
branch network.

Taking this potential one-step 
further, outsourcing providers can 
also combine fulfillment services with 
a loan origination system to create a 
complete platform solution in a cloud 
environment. Using both fulfillment 
services and technology, banks can 
not only reduce cost, but truly create 
an automated workflow that improves 
overall customer experience while still 

reducing cost over a traditional in-house 
model. Automated systems also reduce 
the number of physical hand-offs which 
lowers the risk of expensive mistakes. 
Packaging services with technology in a 
platform solution enables smaller market 
lenders the ability to take advantage of 
enterprise technology with none of the 
upfront cost traditionally associated 
with implementing and maintaining the 
technology. 

The comPliance facTor

One additional item that has not been 
brought up to this point is the increased 
regulatory compliance involved with 
mortgage operations. Many community 
banks do not have the resources to 
manage and implement the growing 
number of regulatory changes impacting 
both the origination and the servicing 
side of the industry. As more legal 
reforms come into play, lenders must 
continually monitor the changes and 

author plans to comply with the changes, 
which involves time, effort and training. 
Outsourcing providers can manage this 
burden for lenders, and often maintain 
full-time, highly qualified compliance 
staff to ensure that new regulations are 
implemented into the lending process 
efficiently. 

Unlike community banks, regional 
banks, or “mid-tier” banks, usually have 
the mortgage infrastructure in place 
complete with their own technology and 
staff, but may have a need to improve 
process efficiency, increase capacity 
or simply reduce operational cost to 
recapture some margin loss. An end-to-
end strategy might meet the objectives. 
However, a more suitable outsourcing 
strategy would be an integrated approach; 
the lender performs step A, vendor 
handles step B, lender performs step C, 

and so on. In this scenario, the regional 
bank remains in the core functions of the 
fulfillment process, but it uses outsourcing 
to augment and expand its capacity, 
lower costs and improve customer 
service. Again, the primary objectives 
here are a bit different than those of the 
community bank. In this strategy, the 
mid-tier bank uses outsourcing as an 
extension of existing resources to work 
as part of a collaborative team and as a 
cost reduction strategy.

Think long Term

Outsourcing in this environment provides 
a comprehensive, long-term solution 
rather than simply being a low-cost 
quick fix. A well-built “right-sourcing” 
model, which integrates both domestic 
and global outsourcing, can also enable 
lenders by using experienced staff 
and an expanded work day to improve 
production delivery. By using a global 
back-office strategy, operations can now 
continue past the normal 5 p.m. end-of-
business time and continue on through 
the night. In this scenario, higher cost 
in-house staffing, such as underwriters, 
are now able to increase productivity 
by integrating sub-functions to an 
outsourcing vendor. Generally, costs can 
be reduced by 30 percent or more when 
utilizing outsourcing with an existing 
infrastructure depending on the scope of 
the engagement.  

Finally, the megabanks are typically 
focused on outsourcing to provide a pure 
cost and capacity advantage. These large 
national lenders are most likely candidates 
for traditional outsourcing models that 
use a large back-office operations team 
from an offshore facility. Their requests 
are more centered on needing a specific 
number of people at a particular rate. 
Like the mid-tier banks, megabanks use 
an integrated outsourcing approach, but 
unlike mid-tier banks, it is usually built 
purely around an offshoring model.

Another benefit to all lenders comes 
from using a mature outsourcing vendor 
as virtual consultants on the outsourc-
ing strategy itself. Reputable outsourcers 
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Many community banks do not have the 
resources to manage and implement the 
growing number of regulatory changes.
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have professional team members with 
diverse mortgage backgrounds. Provid-
ing focused advice, these “consultants” 
can deliver industry expertise to lenders 
on best practices in imaging integration, 
process workflow, compliance, and out-
source engineering among other topics. 
The vendor can be used to guide the bank 
leadership through difficult projects and 
the decision-making process to build a 
solid outsourcing strategy that will meet 
the lender’s specific objectives. 

The road ahead

As the mortgage industry continues to 
move forward, outsourcing is a vehicle 
for lenders to stay ahead of the curve. 
In today’s competitive market, banks 
and lenders of all sizes must be open-
minded and become educated on various 

outsourcing strategies to make the most 
informed decisions. Lenders need to take 
the time needed to understand what their 
needs and objectives are and perform the 
due diligence with a vendor partner who 
can truly benefit their business. There is 
no widget-in-a-box solution that can fit 
every lender’s needs, but every lender 
can benefit greatly from outsourcing in 
some way based on its unique issues, 
challenges and problems. 

In today’s market, businesses operate 
in a global economy and this trend 
will continue to grow; going back to 
an in-house economy is not an option. 
Regardless of the personal emotions 
around the topic of outsourcing, to remain 
competitive, every leader in the lending 
space should investigate outsourcing as 
a strategy. Who knows, this could be the 
key to taking your bank to the next level 
in efficiency and growth. ❖

Jon Cleaver is the Practice Head of Mortgage Services at Wipro 
Gallagher Solutions, which provides cost-effective, end-to-end loan 
origination technology and rightsourcing to financial institutions. WGS’ 
lending technology and fulfillment processing solutions enable users to 
reduce costs and streamline workflows and business practices. For more 
information, visit the company’s website at http://www.gogallagher.

A b o u t  th e  A u t h o r

Nationwide Field Services  •  Specialized Support Services  •  Advanced Technology Solutions

www.fi vebrms.com 
586.772.7600

Fly Higher,
Achieve More

REO MANAGEMENTMANM

Five Brothers’ REO management services deliver stronger 

results at every stage of asset disposition – from securing, maintaining 

and marketing, to negotiating and closing. Cut losses, boost returns.  

Take your REO management to a higher level with Five Brothers.

Experience the Five Brothers difference… stronger results from the ground up.™

          Tomorrow’s Mortgage Executive      26



Are 
You reAdY For The 

FuTure?
T he World of Tomorrow was a forward-looking exhibit at the 1939 World’s 

Fair in New York that tantalized visitors with its vision of a tedium-free 
world. This, of course, didn’t happen, and the world shortly became 

immersed in World War II. The subsequent World’s Fair on the same spot 
25 years later was also filled with futuristic optimism and it was 

so successful that it was held over for an additional season. 
In addition to giving us “It’s a Small 

World,” GE’s “Carousel of Progress,” 
and other exhibits that found their way to Disneyland 
later, it featured a video phone booth that connected 

New York to the happiest place on earth in far-off Southern California. 
To those who tried it, the technology was incredible – but they hadn’t yet even 
been exposed to Captain Kirk’s communicator, much less having instant global 
communications on our personal pocket telephones. It’s just one stunning 
example how technology innovations that seemed absurdly futurist today have 
a way of cropping up in our daily lives tomorrow.  

Seek out the next market competitive edge of advanced EDM.

By Keven Smith
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In our mortgage World of Tomorrow, 
few sectors have experienced the futurism 
we have seen in the LOS business. The 
bar has been raised so many times over 
the last decade that the state of the art back 
then seems quaint today, the same way 
the 1939 “future” looked to people at the 
1964-65 event, held on the same site adja-
cent to the brand-new Shea Stadium. We 
don’t have quite the machine-age Utopia 
promised back in ‘39, but we have learned 
a great deal about automating mortgage 
creation in the last 72 years.  

Paperless is good, in fact it’s great. 
Eliminating paper does great things for the 
environment and has immediate impact 
on organizations’ ROI. Some estimate 
savings as high as several hundreds of 
dollars per loan when paper can be elimi-
nated from the loan process, at least until 
it is time to sign documents at closing. 
At the height of the last refinance boom, 
entire forests were being consumed to 
provide the ream (or more) used in each 
of the 13 million or so loans being made, 
and all that paper required tremendous 
amounts of water and fuel to produce. 
Transportation, handling, storage and all 
around waste cost the business even more, 
not to mention the potential for identity 
theft and other security issues that paper 
involved. Almost as quickly as it got here, 
however, paperless became passé in the 

sense that while good, it wasn’t enough 
of a leap to encourage widespread adop-
tion.  Softwares had to be created to al-
low electronic documents to be used more 
readily, and LOS platforms were evolving 
to make that happen. The modern LOS 
made paperless production possible by 
keeping most loan information in a single 
place, but it wasn’t until electronic docu-
ment management (linked with imaging) 
became available that the authentic paper-
less age was upon us.

EDM lacks a hard and fast definition, 
but it basically implies that a paper file no 
longer is necessary. Imaging is a concept 
that made it feasible, but it wasn’t that 
long ago that imaging happened more on 
the back end of the process, for audit and 
archiving purposes. Paper loans were still 
made, copied and shipped – and then im-
aged into an electronic system while paper 
files were sent to investors. Even then, lend-
ers weren’t paperless: ask a quality control 
auditor working for a good sized lender in 
2005 and you might hear stories about re-
printing files for audit purposes because it 
was easier to handle. We routinely had situ-
ations where paper files were created, then 
imaged, then sent to investors with copies 
stored offsite – only to be printed once 
again for QC reviews. EDM and front-
end imaging largely put an end to that, but 
there were still a lot of gaps in the process 
of managing files electronically.

Much has changed in the last few years. 
Many of the mid and upper tier lenders 
have disappeared and consolidated for 
various reasons, among them the inability 
to sustain efficient processes. Electronic 
document management in its earlier form 
was not enough to make a game-changing 
difference for those mortgage firms, and 
it required substantial refinement (and in-
vestment) to bring origination processes 
to the next level. The emerging, advanced 

versions of EDM are ever more digital, 
labor saving and useful to lenders. More 
importantly, their capabilities are more 
accessible than ever to a broader range of 
lenders as they become integral to LOS 
systems. It is no longer necessary to bolt 
them on to existing platforms and invest 
heavily in integration, making it possible 
for mid-market and smaller lenders to af-
ford them with surprising ease.

Consider what this means at the front 
lines of lending in the competitive world 

of today; it is difficult not to be impressed. 
In a nutshell, having the modern LOS 
able to deliver next generation digital 
document management means that even 
smaller companies can have origination 
technology that rivals the mega-lenders. 
They can benefit from the cost savings of 
electronic, paperless, automated loan cre-
ation without requiring large IT depart-
ments or a budget the size of the Yankees’ 
infield’s to support them. Many lenders, 
particularly community banks facing stiff 
competition from their big box competi-
tors, were unable to match the service lev-
els provided by the mega-banks’ custom-
built technology.  With the remarkable 
strides made recently, however, they are 
actually able to outperform their largest 
competitors in several ways.  

First, they are able to leverage their 
hometown image with immediate respons-
es from either a borrower portal or from a 
live person; borrowers aren’t forced to go 
online or talk to a faceless loan officer on 
an 800 number. Second, smaller banks can 
offer secure websites that allow borrowers 
to check status day or night and know what 
they need to do without making phone 
calls. In the economy-sized loan depart-
ment this is a huge win, and digital docu-
ment management keeps files current and 
well managed. Third, closings happen fast-
er because the LOS system isn’t clogged 
with mega-lender numbers of transactions. 
Process teams handle more loans more 
smoothly, and the overall borrower ex-
perience is enhanced, leading to referrals 
and recommendations from customers at 
weekend barbecues.

It seems fitting that we find a new term 
for the evolving state of electronic docu-
ment management, a technology from the 
prior decade. While it is electronic, the 
term sometimes gets confused with the 
true e-mortgage, which uses electroni-
cally created and never papered-out notes 
and trust deeds. We think of the advanced 
EDM capability as a wholly digital one 
that automates, or permits to be automat-
ed, many more aspects of the loan pro-
cess. It has evolved significantly.

One of the things we first noticed 
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Eliminating paper does great things for the 
environment and has immediate impact on 
organizations’ ROI.
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when Mortgage Builder rolled out its 
new advanced EDM was how strongly 
clients reacted to electronic file delivery, 
automatically arranged in the investor’s 
preferred stacking order and sent with a 
single click. Clients had been paying third 
party providers for lesser versions of this 
service for years, and these days it is sim-
ply included in the advanced EDM op-
tion. Other improvements that comprise 
advanced EDM allow documents that ar-
rive electronically to be recognized and 
categorized, then be sent to the appropri-
ate electronic loan folder. Workflow en-
gines notify users of documents in their 
work queue and they are ready for review 
and needed actions. Those arriving in pa-
per form can be scanned directly into the 
system using desktop scanners or existing 
digital copiers – no large equipment pur-

chases necessary.
Along with the many tangible benefits 

of advanced EDM, it and other improve-
ments in the LOS provide another benefit 
less often considered. By having technol-
ogy that makes the loan process intuitive, 
simpler, more efficient and accessible, the 
mid-market and smaller lenders can com-
pete for the best talent. The better origi-
nators and loan operations staff desire to 

work at places that support them with the 
best technology and they will give prefer-
ence to employers that offer it.  

For almost all mortgage lenders, the 
best technology means the completely 
modern, fully equipped, efficiency-based 
loan origination system with advanced 
EDM.  A far, far cry from the PC-based 
LOS so prevalent a decade ago – it’s the 
world of tomorrow, today. ❖

Keven Smith is president and CEO of Mortgage Builder Software, the 
Michigan-based developer of advanced LOS systems that has been 
among the leaders in its field for more than thirteen years. Smith has 
more than 20 years of experience in mortgage technology and has 
been a member of Freddie Mac’s Vendor Advisory Board, the Mortgage 
Bankers Association’s Residential Technology Providers Forum, and the 
Michigan Mortgage Lenders Association. 

A b o u t  th e  A u t h o r

Nationwide Field Services  •  Specialized Support Services  •  Advanced Technology Solutions

www.fi vebrms.com 
586.772.7600

ASSET PRESERVATION
Make the Leap
to Stronger Results

Five Brothers’ nationwide fi eld services and advanced technology 
take you further at every phase of the asset preservation cycle – from 

property preservation and inspections to REO management and valuation 

services. Higher asset values, lower costs. Make the leap with Five Brothers.

Experience the Five Brothers difference… stronger results from the ground up.™
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Stephen and 
Judy Margrett 
talk candidly 
about how to get 
new origination 
business in  
a declining 
mortgage market.

New Market
Dynamics

Executive Interview

WE all know that origination volume is predicted 
to decline by 40% this year. More and more 
lenders are turning to retail for means of 

oversight and quality control. So, if lenders are doing 
more to get their hands on less volume in a world 

mired with more and new regulation, how can 
they do that effectively? Surely automation has 
to be part of the answer.

Beyond technology, lenders have to do a better 
job of cultivating relationships with new and 
existing borrowers. Stephen and Judy Margrett 
of The Turning Point turn this dilemma into a 

competitive advantage for lenders. They share 
their thoughts on how you can take advantage of 
new market dynamics here:



Q: When people think of automation to win the 
battle for the borrower they think of CRM, but 
how do you define CRM? And how is that differ-
ent from what your company offers?

STEPHEN MARGRETT: You define CRM 
with great difficulty. You could ask 
100 people that question and get 100 
different answers. CRM is fundamen-
tally about managing and enhancing 
business relationships. 

A lot of people in the mortgage 
space see it as a list where you tell the 
system something about each person in 
that list and enter a command for the 
system to take certain actions as it per-
tains to those people in the list. That’s 
great, but it doesn’t do anything for 
compliance.

We offer CRM embedded in a more 
powerful context. What do I mean by 
power? The system uses business rules 
that helps the user identify an opportu-
nity. The system goes on and executes 
to address that opportunity. The user 
does nothing. 

The other dimension is that in today’s 
mortgage market it is too dangerous to 
let loan officers just go off and do their 
own thing. There has to be corporate 
oversight. We allow our companies to 
set permissions and we provide real-time 
audits, as well. 

Compliance is almost the only word 
that matters in the mortgage industry to-
day. We offer a compliance-centric mar-
keting tool that is fully automated.

JUDY MARGRETT: CRM has come to be 

known in the mortgage industry as a 
data management or a contact manage-
ment tool. It holds information about a 
customer that you can view and use to 
reach out to those contacts in the fu-
ture. We say that you need mortgage-
specific CRM. 

What does that mean? Everything is 
integrated with mortgage rules. The sys-
tem reads data, understands that data and 
knows what functions to do next. All of 
that is surrounded by accountability, con-
trol and compliance. The system tells you 
who can say what and what they can say. 

In contact management systems you 
can’t hold graphics and html and have 
everything dynamically come together 
with the right LO, with the right state 
disclaimer, etc. Those platforms are one 
dimensional. So, many lenders will build 
other functionality on top of this system 
to do all that they need it to do. 

In our system it can feed data from 
any system, hold all the graphics, per-

missions and legal procedures, and com-
municate all that out to the lender and the 
borrower. 

Mortgage-specific CRM needs to 
dynamically deliver for your institution 
so you get that business.

Q: This all boils down to helping lenders get 
new business. What do lenders have to do dif-
ferently today to get new business?

JUDY MARGETT: Historically we had a lot 
of different loan products to choose 
from. Anyone could get a loan and there 
weren’t many restrictions. 

However, the smarter bankers and 
lenders always placed an emphasis on 
customer retention. The battle for the 
borrower has changed because the mar-
ket has shrunk. 

What do I mean? There aren’t as 
many loan products or qualified borrow-
ers, so you better hold on to as many ex-
isting borrowers as possible. You have to 
nurture loyalty and referrals. 

The lender that wins will be con-
stantly communicating with the cus-
tomer, but they’ll also be controlling that 
communication.

STEPHEN MARGRETT: Mortgage did not look 
on marketing as significant and life was 
easy when the boom was going on. You 
could always make a good living in the 
mortgage industry. 

What has most fundamentally 
changed is that we are back to a place 
where it is much more difficult to find 
and keep a customer. You can’t leave this 
to loan originators anymore, you need 
marketing experts. 

You can’t win the battle for the bor-
rower by brow-beating borrowers, you 
have to have good tools provided by 
marketing specialists.

JUDY MARGETT: Lenders also have to 
deal with a 60% attrition rate. There’s 
awareness that they need content con-
trol and brand control. 

33      Tomorrow’s Mortgage Executive           

Executive Interview

Industry PredIctIons
Judy Margrett thinks:

1Mortgage lenders are looking for tech-
nology solutions because technology 

means efficiency and every lender wants 
to be as efficient as possible.

2Lenders need to have more control and 
oversight over their business because 

they have no choice given new regulation.

3Lenders also recognize that their 
operation is too siloed and they are 

looking to bring their information together 
in one location.

Judy Margrett is President of The Turning Point, Inc. The company’s flagship 
product is MACH3, a mortgage-specific CRM and automated marketing 
engine. With more than 20 years’ experience in mortgage banking, Judy 
was an early advocate of technology-based marketing solutions, espe-
cially for nurturing key business relationships. Recognizing the demand 
to maximize resources within business enterprises, she works closely with 
industry leaders to guide The Turning Point’s development of advanced mortgage-specific 
solutions. She can be reached via e-mail at judy.margrett@turningpoint.com.
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They need to know how their com-
pany is communicating to the borrower 
and what offers are being made. The en-
vironment has to be more controlled. 

Further, with new regulation lenders 
have to have a record of all their com-
munication. When you can control and 
automate marketing you can ensure con-
sistency and control. 

You can’t just offer originators tools 
and say, “Good luck, do what you need 
to do to bring more business.”

Q: So, how has your offering changed as the 
demands on lenders have changed?

STEPHEN MARGRETT: The vision is that there 
are three dimensions to the solution. You 
need to start with sales so loan officers 
can access solutions that help them do 
their job better. 

Second, you have a process di-
mension that links the opportunity to a 
mechanism that can take advantage of 
that opportunity. 

Third, you have the corporate di-
mension so all the players can all play 
their part and see what’s going on with 
everyone else. When you’ve done all that 
where do you go next? 

We will all be driven by our clients, 
but we are also driven by new regulation 
coming out of Washington, as well. 

Further, I predict that advances in 
technology like mobile will be signifi-
cant. We have to take an interest in all 
these factors so that our clients don’t 
have to. My motto is: Give me more 
data and I’ll give you better quality 
marketing. 

We’ll integrate with new data sourc-
es to make marketing more powerful. 
We’ll also integrate to various lead gen-
eration players. 

JUDY MARGRETT: For example, we integrate 
to various AVMs. Why is that important? 
If you’re going to make an offer to an ex-
isting client you need to know the value 
of their home. You don’t want to reach 

out to a borrower if you can’t make them 
a true offer. 

Also, in our library now we have 
templates for social media. The com-
pany also needs to control these types of 
conversations. You need to do things like 
texting, facebook or twitter. As technol-
ogy moves on, lenders and technologists 
have to move. 

You have to drive your business in 
new areas all the time. You need to say 
I like that and have the tools to move on 
that new technology and still have all the 
necessary controls to ensure compliance 
at the same time.

Q: If you could leave our readers with one busi-
ness opportunity tip, what would it be?

STEPHEN MARGETT: The tip that I would 
share is that you need to work with a 
technology solution that has as much 
data in it to alert you to opportunities that 
you may not be able to think up yourself. 

You need to realize that technology can 
do a lot of that thinking for you. 

Further, the technology needs to ad-
dress that opportunity and execute. The 
quality and quantity of data will drive 
that level of automation and ultimately 
help you win the game.

JUDY MARGRETT: You have to use technol-
ogy to automate and control your mar-
keting. If your top 5 originators are do-
ing the bulk of the business, you need to 
automate their activities. 

The technology should help them 
deliver communication in a consistent 
way. When you do that you are elevating 
your brand and all your LOs, not just a 
few at the top. 

You don’t want to lose personaliza-
tion, but you want to drive brand con-
sistency and better business back to the 
point-of-sale. 

How do you do that? Reach out and 
utilize the technology that is now avail-
able to you.

STEPHEN MARGETT: I read an article entitled 
“IT Meets Marketing” and it was fasci-
nating. What staggers me is that it was 
treated as something new.

The fact is, I guess, that for most 
people it is something new. The notion 
of technology doing something for the 
marketing world is relatively new. 

Why is that? Because marketing 
isn’t defined. However, IT is finally com-
ing to the aid of marketing. We all need 
to wake up to the fact that technology 
sure can help. ❖

Executive Interview
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Industry PredIctIons
Stephen Margrett thinks:

1Customers won’t be beating a path to 
lenders’ doors any longer: action will 

be required to drive them there.

2Marketing technology will come into 
its own as the only efficient means 

to implement and manage the required 
action.

3Regulation will impose increasingly 
stringent compliance demands on all 

aspects of mortgage operations, including 
marketing.

Stephen Margrett is CEO of The Turning Point, Inc. The company’s 
flagship product is MACH3, a mortgage-specific CRM and automated 
marketing engine. With a master’s degree in consumer behavior 
from the University of Minnesota, Stephen has been in the field of 
relationship marketing for more than 25 years. In 1986, he created 
Europe’s first full-service, data-driven marketing agency and managed 
it until the mid-1990s, when he moved to the United States. He can be reached via e-mail 
at stephen.margrett@turningpoint.com.
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GoinG Beyond   
documents

t hroughout 
the history of 
the mortgage 

industry, documents 
have been a vital part 
of the lending process. 
Borrowers do, after 
all, sign on the dotted 
line to make their 
home-owning dreams 
a reality. As documents 
have evolved – perhaps 
you could say become 
more complicated – their 
accuracy has become 
increasingly critical. 
Document preparation 
technology has needed 
to advance as well in 
order to make sure your 
documents stay compliant 
as they make their way 
from estimates to the 
closing table, without 
taking time away from 
closing more loans.

In this regulatory landscape,  
your doc prep provider 

should be upping its game.

By Kathleen Mantych
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The roll out of RESPA through 2009 
and 2010 was the most recent impetus 
of mortgage document reform. Lenders 
hummed and hauled on the sliver of hope 
that the changes might be revoked, until 
it was a mad rush to reach compliance 
before the January 1 deadline. And sur-
prisingly, the sun came up on January 2. 
There were pain points and glitches and 
expensive mistakes, but for the most part, 
the industry has adjusted. Unfortunately, 
lenders did not have a second of reprieve 
from the churning wheels of regulation 
and we are all bracing ourselves for a 
mountain of changes that make RESPA 
look like an anthill. 

The Dodd-Frank Wall Street Reform 
and Protection Act of 2010 goes far be-

yond documents to touch all parts of the 
lender’s business. How do you commu-
nicate with your borrower? How do you 
verify income? How do you sell your 
loans? The guidance can be found in its 
pages. Mortgage lending institutions will 
be subject to a level of federal oversight 
never before seen, leaving no room for 
error as the Consumer Financial Protec-
tion Bureau (CFPB) assumes its watch-
dog position. 

The ultimate goal of the Dodd-Frank 
changes, as it was with RESPA, is to pro-
vide financial institutions with a clear set 
of rules of how consumers are to be treated 
and, in part, educated about their financial 
activities. Although the ideal destination 
is a mortgage industry that better serves 
its borrowers and is protected from a fu-
ture downturn, the road to get there will 
be a rough one as lenders adjust almost all 
areas of their business. 

And documents will certainly offer up 
their share of potholes. 

One guaranteed document change that 
Dodd-Frank will bring is the consolida-
tion of the RESPA and Truth in Lending 

(TIL) disclosures. This will be a monu-
mental adjustment for lenders. So much 
so that at the recent American Bankers 
Association Real Estate Lending Confer-
ence, Ron Alba, vice president of mort-
gage finance at ABA, expressed that it 
will be 10 years or more before lenders 
are comfortable with the disclosure.

Depending on the type of loan, state of 
origination and other factors, the number 
of pages involved in the lending process 
can vary greatly, but we will use a sample 
Florida conventional loan: 131 pages. 
Multiply that by hundreds of loans that 
could be originated by a mid-sized lender 
in a month and think about the volume of 
content that must be accurate, up-to-date, 
and in compliance every time. 

Once you have made it over the hump 
of federal regulations, state laws must be 
addressed as well. For instance, did you 
know that recording certain documents 
in Utah, such as a deed of trust or a deed 
of conveyance, might require the inclu-
sion of the word “RESPA” in at least 16 
point font on the front page of the docu-
ment? Or that in North Carolina, the 
state’s fee thresholds trump those of RE-
SPA and lenders must separately item-
ize third-party charges and retain such 
itemizations within the loan file? State 
laws are especially burdensome for those 
lenders operating nationally that must be 
in constant compliance with the rules 
and regulations in every area in which 
they do business. With a steady stream 
of changes coming down the pipe that af-
fect how each document is created, it is 
nearly impossible for a lender to manage 
document compliance.

Lenders that manage doc prep in-
house are becoming a rare breed. By out-
sourcing, lenders remove the burden of 
the continual research, as well as the pro-
active adjustments to staffing, technology 

and processes required to make smooth 
transitions through changing laws. But 
even when you are outsourcing, care must 
be taken to select the best provider and 
technology for your specific needs. 

There is no question that the proper 
technology is the only way to cope with 
ever-changing regulations that affect doc-
ument packages. In outsourcing your doc 
prep, there are certain characteristics your 
provider, and its technology, should have. 

The first is the ability to provide real-
time updates. As discussed above, regu-
latory changes are coming down quickly, 
and not always with a lot of notice. As a 
lender, you must know that the documents 
you pass along to your borrower are 100 
percent in line with the latest rules. Select-
ing a provider whose technology enables 
real-time updates to be made to docu-
ments will present invaluable benefits. In 
order for true real-time changes to occur, 
document creation should take place in an 
ASP environment where they are devel-
oped on-demand per loan package, not 
based on templates. In addition, an ASP 
environment allows for the content to be 
usable immediately when it reaches the 
lender, alleviating the need to spend more 
time on mapping or further adjustments 
by the institution. 

Regulations do not come around on 
a pre-determined schedule and neither 
should your document updates. With to-
day’s fast-paced changes, it is risky to rely 
on compliance updates that are physically 
stored on a disk and distributed only on 
the provider’s schedule. Updates should 
be dropped into the documents as they 
occur. If, for instance, Utah decided to 
change its “RESPA” font size to at least 
20 point, the documents you receive 
should have that change incorporated the 
same day, not two weeks later when your 
LOS receives software updates from the 
doc prep company. 

But here is where your document pro-
vider must be able to give you more than 
just technology. In order to have these 
changes implemented in real time, they 
must be aware of and knowledgeable 
about rule changes before they are en-

In the end, a document preparation provider 
should take the burden of compliance away 
from the lender.
“ “
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acted. This requires a significant degree 
of regulatory expertise on staff at the doc 
prep provider, such as mortgage bank-
ing attorneys and customer support staff 
with the knowledge to monitor the com-
pliance landscape. With an internal team 
of attorneys, documents are not created 
based on a template, but are dynamically 
created down to the character, enabling 
quick and cost-effective corrections or 
customizations. It also takes the onus of 
accuracy off of the lender as the provider 
guarantees correctness and compliance. 
Any mistakes, and resulting legal conse-
quences are the responsibility of the doc 
prep company.

The second characteristic is automa-
tion. Your doc prep system should take 
the compliance burden completely out 
of your hands. Once borrower data is 
entered into the LOS, it should take one 
click from the LOS platform with no ad-
ditional user intervention to order docu-
ments. Compliance audits, such as state 
and federal high cost tests, fee thresh-
olds, initial vs. final APR and higher 
priced mortgage testing should be built 
into the process and not require data en-
try into separate systems. With each time 
loan data has to be entered into a differ-
ent system, the chance of a mis-typed 
number or other mistake is increased 
which could lead to incorrect results and 
redundant document creation. Not to 
mention the unnecessary time spent on 
data re-entry. 

The term automation has been buzz-
ing around the industry as the solution 
to time- consuming compliance issues, 
and it is in fact a large part of the equa-
tion. If the lender is able to have pro-
cesses completed behind the scenes by 
its various vendors, significant time can 
be shaved off loan turnaround. The ulti-
mate goal is to get document packages 
back to the borrower faster and the way 
to best leverage automation to achieve 
this is through integrations. 

The third characteristic is the abil-
ity to tightly integrate with any LOS. A 
lender should never be forced to use a 
doc prep provider based on its LOS’ ex-

isting integrations. True lights out inte-
grations provide significant benefits and 
the chosen doc prep company’s technol-
ogy should have the flexibility to forge 
this relationship with any LOS. This al-
lows for data to be automatically import-
ed and exported between the lender and 
the document preparation provider and 
their two systems, alleviating duplicate 
data entry, as well as the potential errors 
that can result from it. As stated above, 
it also facilitates one-click ordering of 
document packages, without having to 
leave the LOS. 

Otherwise, a lender takes the loan 
information from its LOS and re-enters 
it into a doc prep platform. Once the 
data is received by the doc prep com-
pany, it is sent to a third-party to create 
the content for the documents. In states 
that require attorney review of mort-
gage documents, that material must be 
passed through yet another party before 
finally being delivered to the borrower. 
A seamless gateway between the LOS 
and doc prep system allows document 
packages to be created within a matter 
of minutes, potentially shaving days 
from total turnaround time. Loan clos-
ers are under intense pressure to keep 
production going and having to wait 
four hours to get a document package 
back is not acceptable. Cutting the time 
down to one or two minutes is the only 
way to keep their workflow moving.

The ability to complete e-notes and 
electronically deliver documents rounds 
out our list of desired characteristics in a 
doc prep provider. As borrowers become 
more tech savvy and demand faster turn-

around times, electronic document de-
livery takes center stage. Once a docu-
ment package is created and vetted for 
accuracy, delivery should be as simple as 
the click of a button. Once the borrower 
receives the documents in their in-box, 
the platform should have e-signing capa-
bility that is in line with all investor for-
mats. But again, flexibility is a priority. 
The lender also needs the option of cre-
ating traditional paper-based mortgages 
with some borrowers, while processing 
e-mortgages for those that prefer it. An 
effective doc prep system supports both 
options for the lender. 

There is also a certain amount of edu-
cation involved in compliant document 
preparation. A lender needs more than 
software installation. The provider should 
proactively make compliance updates 
available, as well as advice and guidance 
on how to adjust operations. And the guid-
ance should go beyond document content 
- a lender needs the ability to contact the 
provider for questions on any compliance 
issue. To gauge how much compliance 
support your provider will be offering, 
determine how active they are in outside 
educational efforts, such as speaking par-
ticipation in Mortgage Banking Associa-
tion (MBA) conferences and addressing 
other industry groups.

In the end, a document preparation 
provider should take the burden of com-
pliance away from the lender. Each person 
in a lending organization is already wear-
ing multiple hats, but they should only be 
spending considerable time in those that 
promote increased volume and growth for 
the company. ❖

Kathleen Mantych is the senior director of marketing for MRG Document 
Technologies, a provider of mortgage document preparation software 
and compliance technology to lenders nationwide. With more than 20 
years experience in the mortgage industry, Mantych has held executive 
sales, product and alliance management positions with several mortgage 
technology providers. Dallas-based MRG is a document practice group 
within a law firm putting the company in the unique position of its document content being 
created and tested by an in-house team of compliance attorneys. MRG owns its own legal 
content as well as its own calculation engines, ensuring accuracy for its lender customers.
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s the security threat landscape evolves, state regulators are 
taking action to hold businesses accountable for protecting 
the privacy of consumer personal information. Massachusetts 

has implemented the most stringent consumer privacy regulations to date, 
requiring businesses to encrypt the personal information of any Massachusetts 

resident when the information is sent over the Internet or stored on mobile devices 
such as laptops, or corporate servers and storage devices. 

You need  
to be encrypting 
and protecting 

personal 
information  
outside the  

corporate network.

By Stephen Nation
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To meet these consumer privacy reg-
ulations, businesses must look beyond 
traditional security measures that focus 
on perimeter security and applications 
access within corporate firewalls. Most 
businesses will need to invest in encryp-
tion technologies to address the confiden-
tiality requirements of this legislation. 

Many encryption solutions only go 
partway to addressing the need. Rather 
than encrypting specific devices or chan-
nels, businesses need to focus on en-
crypting the files that contain consumer 
personal information. By adhering to six 
essential guidelines, businesses can meet 
stringent privacy guidelines for personal 
information that travels or resides outside 
of the corporate network: 

1. Focus on encrypting files in transit 
and at rest. 

2. Make sure consumers can trust and 
validate files from your business. 

3. Insist on flexible access rights. 
4. Respect the consumer's time. 
5. Get real-time insight into problems. 
6. Control access to files containing 

personal information outside the net-
work. 

Around the country, states are tak-

ing the initiative in protecting consumers 
from identity theft and fraud, adopting di-
verse laws that require businesses to dem-
onstrate protection of residents' personal 
information. And state regulators and at-
torney generals are stepping up audits and 
sanctions for violations of data breach 
regulations.

Two sectors heavily affected by recent 
consumer privacy protection legislation 
are the financial sector—including bank-
ing, insurance, and financial planning and 
tax advisors—and the healthcare sector. 
But companies in every industry, and of 
all sizes, are subject to these state regula-
tions guarding consumer privacy.

The Massachusetts regulation, 201 
CMR 17.00, breaks new ground on a 
number of levels: 

A broader definition of personal infor-
mation. While many states focus primar-
ily on the privacy of Social Security num-
bers, the Massachusetts regulation has a 
much broader definition of what consti-
tutes protected "personal information" or 
PI. Businesses must protect any informa-
tion that includes the resident's first and 
last name together with one or more of the 
following data elements: 

<< Social Security number 
<< Driver's license 
<< State-issued ID 
<< Financial account number (includ-

ing credit or debit card numbers) 
Broad application: The regulation ap-

plies to any business that handles personal 
information for any resident of the state—
regardless of the location of the business 
or the nature of the relationship. For ex-
ample, a business that employs a contrac-
tor residing in Massachusetts would need 
to adhere to the privacy regulations for 
that contractor's personal information. 

Explicit encryption requirements: 
While many regulations tend to be vague 

about specific technologies, the Mas-
sachusetts law requires that businesses 
encrypt personal information sent over 
the Internet or stored in laptops or por-
tal devices. These requirements state 
that the information itself must be en-
crypted, not the method of delivery. In 
addition, businesses must monitor files 
containing personal information for un-
authorized access. 

Clearly this regulation presents chal-
lenges for businesses of all sizes. But the 
compliance effort pays off over time, as 
businesses that can comply with 201 CMR 
17.00 will be in a good position to comply 
with others states' privacy and data breach 

regulations as well. Full compliance with 
201 CMR 17.00, and the other state regu-
lations, encompasses people, processes 
and technology. 

Today's IT and business environment 
is much more complex than it was even 
five years ago. The security strategies 
and best practices established over time 
are insufficient to address the challenges 
of protecting personal information in to-
day's business environment, for several 
reasons. 

Expanding virtual boundaries. With a 
broad definition of what constitutes per-
sonal information, chances are that cus-
tomer and employee information often 
leaves the boundaries of your business 
network. 

<< As businesses adopt cloud-based 
services and collaborate with partners and 
suppliers online, the boundaries of the 
corporate network become irrelevant. 

<< Employees rely on mobile devices 
to take their work with them on the road 
and at home. Many files will include 
regulated personal information in vari-
ous forms. 

Traditional security measures have 
focused on securing access to applica-
tions, networks and systems, and to creat-
ing 'secure channels' for data transmitted 
between entities. Perimeter security mea-
sures like firewalls and intrusion preven-
tion systems are essential to corporate 
network security, but insufficient for to-
day's environment. The "perimeter" you 
are trying to defend is vague at best, and 
highly permeable. 

Online interactions with consumers. 
To secure your customer's personal infor-
mation, you must secure interactions all 
the way to the consumer's browser and 
beyond to where the data finally resides. 
And because the consumers are current or 
prospective customers, any security and 
privacy measures cannot negatively im-
pact their interactions with you. It is hard-
er to impose security and privacy policies 
on customers than employees. There's a 
delicate balance between respecting con-
sumer privacy and making it difficult for 
consumers to do business with you. 
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For most businesses, complying with consumer 
privacy regulations will require some level of 
technology investment.
“ “





Duty to report breaches. Most state 
regulations include a timeframe for re-
porting breaches of consumer privacy. 
Unfortunately, it may be difficult for 
businesses to know that data has been 
compromised, particularly when the 
event occurs outside the corporate net-
work. Timely insight is important; by 
spotting problems quickly, you can of-
ten correct them before they escalate. 
In addition, some regulations like the 
HITECH act exempt organizations from 
notifying consumers if the breached in-
formation was encrypted according to 
NIST standards.

Diverse file types. Regulations like 
the Massachusetts law apply to consum-
er personal information in any file type. 
It's not enough to lock down databases 
and use secure email—personal infor-
mation may reside in many types of files, 
such as spreadsheets, legal contracts and 
presentations. Any solution that protects 
and encrypts data must be able to handle 
a broad range of file types, including Mi-
crosoft Office documents, Adobe PDF, 
and XML to name a few. 

For most businesses, complying with 
consumer privacy regulations will require 
some level of technology investment. 
Most businesses have solved the prob-
lem of encrypting data in transit, using 
SSL and secure email with the S/MIME 
standard. But encrypting data at rest, on 
laptops, mobile devices, and computer 
hard-drives will require new technology 
investments for most businesses. 

In choosing encryption solutions, 
businesses have to determine how to 
meet privacy mandates without impos-
ing undue burdens on staff or their part-
ners, suppliers and customers. They need 
solutions that monitor and alert them to 
access problems, and give them a good 
deal of control over access to personal 
information, even when it resides outside 
the business network. 

There are many types of encryption 
solutions available today, including file 
and disk encryption, database encryp-
tion and encrypted email. Many of these 
solutions address some, but not all, of 

the requirements of regulations like 201 
CMR 17.00. 

As you evaluate the encryption tech-
nologies your own business should de-
ploy, use the following guidelines to en-
sure that you address the complexities of 
today's work and regulatory environment. 

1. Focus on encrypting files in transit 
and at rest. 

To address state consumer privacy 
regulations like that of Massachusetts, 
you need to broaden your focus to the 

information itself, in all of its incarna-
tions and locations. You need a way to 
wrap access control policies and security 
around the individual files or groups of 
files containing protected personal infor-
mation, so that when it leaves the cor-
porate network it remains embedded in 
your security policies. 

Many encryption solutions go part-
way to addressing the problem. For 
example: 

SSL: This ubiquitous protocol cre-
ates a secure channel for communica-
tions with customers, protecting infor-
mation in transit. 

Secure email extends the secure trans-
mission to email, using the S/MIME pro-
tocols. However, once the email is open 
on the client, it is free and clear, and you 
lose control over who accesses the con-
tent. In addition, secure email with S/
MIME only authenticates the sender of 
the email, not the person receiving it. 

Laptop encryption: This technolo-
gy, when deployed on employee laptops, 
protects companies from the ramifica-
tions of laptop theft, which may include 
losses beyond personal information. But 
it doesn't address the other types of mo-
bile devices where personal information 
might reside, including flash drives and 
smart phones. And it does not address 
the issue of communicating with the 
consumers themselves, who are unlikely 

to be using laptop encryption solutions. 
Faxing: Like SSL, faxing secures the 

communication channel, but not the file 
where it arrives at the endpoint. Once a fax 
arrives and prints out, its access cannot be 
tracked, nor its receiver authenticated. 

Disk encryption: Even on corpo-
rate servers, encryption is only part of 
the equation. The WikiLeaks incident is 
a great example of a seemingly secure 
network that was completely foiled by a 
single user able to remove countless doc-

uments. Securing the network, instead 
of the information and files themselves, 
leaves businesses vulnerable to this kind 
of problem. Encryption without digital 
rights management is not enough; orga-
nizations need to control who gets access 
to what and when. 

Rather than focusing on channels and 
devices, focus on the files themselves that 
contain personal information. Choose a 
file encryption solution—ideally, one that 
can handle any type of file, from a PDF 
to a spreadsheet to a Word file. It should 
handle encryption and convenient de-
cryption for authorized users both within 
and outside your corporate network. By 
encrypting a file and restricting decryp-
tion to authorized users, you can control 
access to that file no matter how it may 
be delivered or where it comes to rest. 

2. Make sure consumers can trust 
files from your business. 

When you send consumers or part-
ners encrypted files for their approval or 
interaction, they should feel a high de-
gree of certainty that the file originated 
from your business—particularly if the 
file contains sensitive personal or finan-
cial information. You should be able to 
demonstrate that the source is a verifi-
able, trusted identity, and it should be 
difficult or impractical for someone else 
to spoof an authentic document from 
your business. 

Any file encryption solution must be simple to 
use. It should work with any file type or browser.“

“
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3. Insist on flexible access rights 
options. 

The file encryption solution should 
support a range of access control lev-
els that are easy to set on a file-by-file 
basis, depending on the nature of the 
information contained in the file, and 
that authenticate users not only when 
encrypting data, but when decrypting it 
as well. 

Make sure the solution gives you 
the ability to align authentication levels 
with the specific need for the file and 
usage in question. 

4. Respect the consumer's time. 
Few consumers really care to under-

stand the intricacies of encryption tech-
nology. They simply want to know that 
you're protecting their data, and they 
want easy access to it as needed. 

Any file encryption solution must be 
simple to use. It should work with any 
file type or browser, and require mini-
mal effort on the part of the consumer. 
This is not to say that you cannot require 
a minimal client application for file en-
cryption and decryption. People are ac-
customed to the idea of downloading 
readers or add-ons such as Adobe Flash 
Player or Adobe Acrobat Reader. But 
any solution should: 

<< It must be free of charge to the 
consumer needing to decrypt files. 

<< It must be quick and easy to install, 
on a wide range of desktop platforms. 

<< It needs to be extremely easy to 
use. 

<< It must demonstrate its value—
consumers should be able to see that you 
are respecting and protecting their privacy 
using file encryption. 

5. Get real-time insight into problems 
Timely response to problems is criti-

cal for regulatory compliance. In addition 
to making the upfront effort to protecting 
personal information, you need to know 
when those efforts may be failing, for 
whatever reason—even when files are 
outside of the corporate network. 

Choose a file encryption solution 

that provides real-time notifications of 
unauthorized access attempts as they 
happen. With that insight, you can iden-
tify data that might be at risk and take 
steps immediately to remediate the risk. 
File encryption solutions effectively 
eliminate breaches to sensitive informa-
tion as only authorized individuals can 
gain access, regardless of where the in-
formation resides. 

In addition, look for forensic auditing 
capabilities that help you demonstrate 
compliance with state consumer privacy 
legislation by providing detailed reports 
of all activity associated with personal 
information stored or transmitted elec-
tronically. Current audit practices apply 
equal importance to building security 
safeguards into encryption systems as to 
addressing breaches after the fact. 

6. Control access to personal infor-
mation outside the network 

Because your business is legally re-
sponsible for documents containing 
consumer personal information held and 
transmitted, you need to retain a degree 
of control over sensitive files, even when 
they reside outside your corporate net-
work. A file encryption solution can de-
liver this control, because the client must 
interact with the encryption server at the 
time of access to decrypt the file. This 
means that you have the availability of 
defining and changing policies for file 
decryption at the server level, even for 
files that have left your premises. 

The file encryption solution should 
give you the ability to set a specific dead-
line for decryption access—for example, 
'expiring' the ability to decrypt a file after 
a specific time period. You should also 

have the ability to override those policies 
as needed: 

<< Reactivating an expired file if a 
customer needs it. 

<< Shutting down access to a file if 
an alert or report indicates that it is the 
target of unauthorized access attempts. 

By encrypting and controlling access 
to files containing personal information, 
businesses can immediately and cost-ef-
fectively address state consumer privacy 
regs. Fortunately, file encryption solu-
tions are available that build on a mature 
technology and infrastructure foundation, 
leveraging what we have learned from 
SSL and secure email encryption. ❖
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The patent-pending People not Passwords service applies biometric 
authentication to improve confidence, transparency and the protection 
of consumer privacy.

A b o u t  th e  A u t h o r

          Tomorrow’s Mortgage Executive      46          


	TME 0611 Cover
	TME 0611 p1
	TME 0611 p2-p3
	TME 0611 p4
	TME 0611 p5
	TME 0611 p6
	TME 0611 p7
	TME 0611 p8
	TME 0611 p9p10
	TME 0611 p11
	TME 0611 p12
	TME 0611 p13p15
	TME 0611 p14
	TME 0611 p16
	TME 0611 p17p19
	TME 0611 p18
	TME 0611 p20
	TME 0611 p21p22
	TME 0611 p23-p26
	TME 0611 p27-p30
	TME 0611 p31-p35
	TME 0611 p34
	TME 0611 p36
	TME 0611 p37-p40
	TME 0611 p41-p46
	TME 0611 p44

