
Everyone wants to be risk 

averse and ensure the 

integrity of their data, but 

few know how to actually do it.

Last month we explored the impor-
tance of data integrity and what it 
means for mortgage lending. We re-

viewed the expectations for data integrity 
and the inherent evolution of data in the 
mortgage lending environment. A variety 
of recommendations were made for what 
to look for in assessing data integrity for 
the organization.  

This month we complete the discussion 
by exploring how data equivalence can be 
lost and what to look for in assessing this 
aspect of data integrity. 

Can You Prove 
YOUR DATA 
INTEGRITY?
By Lloyd Booth and Andy Young



Data EquivalEncE
We’ve all heard of the “Telephone 

Game” where a message is passed from 
person to person and everyone gets 
a laugh at the end when we hear how 
different the first and last versions are. 
When two systems share information, 
there is an implied contract that there is 

common meaning for the data elements 
and the acceptable values. This contract 
is not always clear or adhered to. For 
example, one system stores the loan 
type as a character value of “F”, “V”, 
or “C” and another system stores a nu-
meric value 1, 2, 3. While the individual 
companies agree to share “loan type”, 
the systems don’t agree on the valid 
values for the field. As data is converted 
between lending participants there are 
multiple points where discrepancies in 
the data equivalence of the “same” data 
elements can be introduced.  

Stable interface technologies can 
develop data equivalence problems as 
each system evolves. Acceptable values 
for fields change when one party needs 
an additional value and the other does 
not. Data Equivalence may seem simi-
lar to Data Evolution. The distinction 
is that data evolution expects data to 
evolve and tracks that fact. Data equiva-
lence is lost when the two systems don’t 
agree on each other’s comparable data. 

When we examine the data equivalence 
issues more closely, two primary factors 
create the opportunity to impact data:

Data translations occur when data 
elements are converted between sys-
tems. A simple lending interaction may 
involve multiple data translations from 
the lender’s system to the vendor’s and 
back again. MISMO is a worthy ideal, 
but all lending participants have inter-
nal data beyond the various MISMO 
schemas. The subtle differences in data 
values on the extreme edge or unusual 
data values or combinations can dam-
age data equivalence between partici-
pants. Testing of all data permutations 
is practically impossible and there are 
real differences in the meanings of data 
elements based on perspective.    

Systems share information that act as 
identifiers to drive additional loan data. 
A good example of this is the loan pro-
gram identifier. Many systems use this 
key to drive the completion of any num-
ber of additional fields. These might 
include loan type, loan term, and so 
forth. Each party sharing this field must 
be aware of the impact of that field on 
the completion of other data within their 
respective systems. When the additional 
data is in turn shared with other parties 
there is the potential for compromised 
data quality. This issue can cause seem-
ingly unrelated fields to have different 
values that can be difficult and costly to 
track down and resolve. 

Data Divergence occurs when data 
in a lending participant’s system is 
independently modified without the 
knowledge of the other participants. A 
lender may modify a critical data ele-
ment after the loan is underwritten by an 
investor or a closing agent can change 
HUD1 data. The various departments or 
systems within a lender may also have 
independent data stores. Data changes 
can be subtle, but still have consequenc-
es. Decisions that are made early on in 
the production process are not always 
the same when they are made later in 
the process. Data discrepancies may be 
anticipated or allowed in one process 
and rejected in a later process. Data 
synchronization is difficult to achieve 
and prove in the diverse lending world. 
Data divergence creates data entropy 
between the lending participants that 

can steadily increase until a painful 
level of chaos is reached.
What can WE Do?

Lenders must be much more par-
ticular regarding the data imported back 
into their systems. All participants in 
the mortgage process must be reviewed, 
including vendors, and internal depart-
ments or sub-systems. If the data is be-
ing generated or modified by the other 
participants, ask: Was the data modified 
by a single party or multiple parties? 
If multiple, can the controlling party 
provide clarity on each subsequent sys-
tem’s equivalence standards?  

There is often a lack of control/
monitoring/feedback in the data loop 
between independent data stores. For 
the data integrity assessment, we need 
to map the flow of data and anticipate 
where translation and divergence errors 
can be generated. Lenders cannot as-
sume that each vendor has thought the 
issue through and made all of the same 
interpretations. A better understand-
ing of possible points of failure can 
improve the design, construction, vali-
dation and testing of the planned data 
flows. Potential data risks should be 
ranked for probability and impact with 
appropriate monitoring, mitigation, and 
contingency plans created.

The lender should verify how data di-
vergence is reconciled and the scope of 
audit information available as backup. 
It is difficult for an external auditor to 
determine if a calculated ratio is accu-
rate if she cannot view the data elements 
that were considered in calculating that 
ratio. As interim file audits are conduct-
ed it becomes more important for these 
systems to retain not only the results of 
each audit, but input and output values 
of the data that were audited.
ProcEss influEncEs

The lending process is the lender’s 
interpretation of regulatory, investor, 
and corporate requirements for lending 
activities. The workflow is the lender’s 
implementation of the lending process. 
The workflow is made up of technology 
solutions, manual practices, and written 
materials. Influences over the process 
and resulting workflow can compromise 
data integrity in specific ways:  

Process Exceptions - The lending 
process is intended to provide guidance 

All participants 
in the mortgage 
process must 
be reviewed, 
including 
vendors, 
and internal 
departments or 
sub-systems.



for 100% of the requirements mandated 
by the type of production the lender has 
chosen. Often, the workfl ow addresses 
the middle 80% and can be ineffectual 
on the remaining “fringe” scenarios. 
For instance, a change by a closing 
agent can force the need 
to re-evaluate a loan at the 
last moment before closing. 
Vulnerabilities are created by 
dependencies on the precise 
sequence of the loan process. 
Independent external (and 
internal) participants may 
not respond as scheduled 
or change their response as 
data evolves. Loans may be 
reworked against different 
loan products. Exceptions can 
expose the lender to a number 
of concerns:
• Additional processing expense and 

risks for loan fi nancing, legal con-
sequences and reputation.

• Cost of staff time and fees with ser-
vice suppliers.

• Reduced loan yield from sale or 
even rendering the loan unsellable.

• Exposure to regulatory or investor 
legal actions.

• Damage to the lender’s effi ciency 
reputation with transaction partners.

Outmoded Procedures –Proce-
dures are developed in response to the 

evolution of the lending process. Once 
these procedures are put in place, they 
are rarely reviewed and assumed to be 
correct until a specifi c lending scenario 
supersedes them. Staff turnover and 
internal training standards lead to an 

environment where misinterpretations 
emerge and frequently no one fully un-
derstands the purpose for long standing 
procedures. Without understanding how 
these procedures impact the data, both 
inside the lender and outside, these pro-
cedures expose the potential for com-
promised data integrity. Additionally, 
each lending participant can indepen-
dently schedule changes in their pro-
cedures, which can make the lender’s 
procedures outmoded or incompatible.

Manual Interventions – Data modi-

fi cations carried out manually by the 
lender’s personnel or personnel of other 
lending participants create the biggest 
opportunity to diminish data quality. 
These interventions are often carried 
out in the heat of production with little 

or no measures to assure integ-
rity. Who hasn’t heard about 
a loan closer in a last minute 
conversation with the title 
company closer to agree on 
fee changes that will allow the 
HUD1 to balance? Workfl ow 
implementations must balance 
comprehensive control with 
the diffi culty of explicitly an-
ticipating every process varia-
tion. When carefully moni-
tored, a process alternative of 
“Other” can often be provided 
to handle the unanticipated. 

Infl exible controls can sometimes force 
users into data integrity paradoxes (user 
enters fake social security number since 
workfl ow rules “require” a properly 
formatted social security number before 
it is actually known.) Manual processes 
can be the result of imposing some level 
of compliance on a new loan program or 
requirement that is not yet built into the 
systems. It is much faster for a human 
to adopt a new procedure than program-
ming the change into the participating 
systems.

Just because the problem 
is universal doesn’t mean 
the solutions will be. 
Data integrity means 
different things to 
different organizations.  
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What can WE Do?
A process map showing data and 

workflows can help in the assessment 
of the process steps where data integ-
rity issues can be introduced. A lender’s 
process needs to consider possible data 
entry, manipulation or interpretation er-
rors whether intentional or accidental. 
The process map provides the frame-
work for identifying data integrity risks 
and creating monitoring, mitigation, and 
contingency plans for these risks.  In par-
ticular, attention needs to be explicitly 
paid to process re-do’s where a loan does 
not follow a straight path. The process 
map must address the inevitable data in-
tegrity challenges in situations like a last 
minute change in loan product.

A completely mapped and managed 
process free of exceptions is not real-
istic, but exceptions can be provided 
for and actively monitored. Exceptions 
need to be managed and not left to 
“workarounds”.  Workarounds tend to 
be poorly understood and weakly docu-
mented. Data integrity is coupled with 
how well we systematically manage 
exceptions. Exceptions need to be rou-
tinely recorded and signed off for each 
loan. Data implications of exceptions 
need to be mapped and tracked.  
conclusions

So what is the take away from this 
analysis of how to assess data integrity? 

The answer may depend upon your 
perspective. If you lean towards busi-
ness operations you may come away 
with the feeling that more rigor around 
process and procedure must be created. 
If you have a technology slant you may 
think the answer lies in improving the 
architecture and interaction of our sys-
tems. Achieving data integrity is not a 
matter of a single step or decision; it is 
coordinating many small steps carried 
out over time. The changes are a part of 
an on-going process to continually im-
prove data integrity that will occur both 
inside the lender’s organization and in-
side their trading partners systems and 
organizations.

Just because the problem is universal 
doesn’t mean the solutions will be. Data 
integrity means different things to dif-
ferent organizations. Each organization 
needs to determine what is important, 
what is achievable and what is ac-
ceptable. Data integrity is much like 
choosing a system; the right choice is 
a combination of benefits and tolerable 
compromises.  

There is no defined “end” in the 
search for data integrity. Because our 
industry is constantly evolving, the 
systems and procedures are constantly 
evolving. What is critical today may not 
have meaning in six months. The inevi-
tability of change should not prevent us 

from proceeding. Change requires us to 
develop ongoing diligence in review-
ing processes and procedures and how 
they impact data integrity. It also means 
we need to understand our business, 
our culture and our technologies well 
enough to identify the solutions that of-
fer the greatest rewards at each point in 
time.  

As lenders it is important to realize 
that while everyone in our industry con-
tributes to potential data integrity issues, 
it is the lender who must be the catalyst 
for resolving them. All participants in 
the lending process must be selected, re-
viewed and monitored by the lender for 
data integrity practices that mesh with 
the lender’s approach. A higher priority 
needs to be placed on the core database 
of record to truly perform this function. 
Database architecture for the loan origi-
nation systems must evolve to address 
the lender’s need for data integrity.

The first step is admitting that we 
have a problem. The second step is to 
begin the assessment process.  It doesn’t 
matter how and it doesn’t matter how 
small the initial assessment step. It may 
be as simple as a review of a particular 
vendor, or as sweeping as a program 
to shift the culture of an organization. 
Data integrity will never be achieved by 
taking a single step, but it will not be 
solved without taking the first step. 
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